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1 [bookmark: _Toc63175782][bookmark: _Toc63952746][bookmark: _Toc205971148]Introduction
[bookmark: _Toc127191388][bookmark: _Toc132093866][bookmark: _Toc132093998][bookmark: _Toc132187549][bookmark: _Toc137735626][bookmark: _Toc138424562][bookmark: _Toc429743778][bookmark: _Toc518293747][bookmark: _Toc527102068][bookmark: _Toc63175783][bookmark: _Toc63952747][bookmark: _Toc205971149]Purpose 
This market manual sets out the activities that are undertaken by the IESO, market participants and other parties to ensure the reliability of the IESO-controlled grid (ICG) and addresses the following areas:
the responsibilities of the IESO and market participants;
operating states of the IESO-controlled grid;
the communication requirements to be followed by the IESO and market participants;
grid control actions in relation to readiness programs, voltage control and reduction, and shedding of non-dispatchable load or price responsive load; and
system security in relation to automatic reclosure and frequency regulation. 
This market manual should be read in conjunction with:
MM 7.4, which defines the IESO policies for reliable operation of the IESO-controlled grid; and
the market rules referenced in this market manual. 
The operating procedures in this market manual describe how the market rules will be implemented when the method is not described in the rule itself. 
Market participants are expected to have local procedures in place to handle details not covered in this market manual.
In some cases, alternative procedures to those set out in this market manual may be sufficient to satisfy the intent of the corresponding market rules, and may be mutually agreed upon as between a market participant and the IESO.  Such alternative procedures must be documented in an operating agreement between the IESO and the relevant market participant.
Terminology is intended to be consistent with the market rules. 
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This market manual supplements the following market rules:
MR Ch.1 s.11.3: Correction of Incorrect Information
MR Ch.2 App.2.2: Technical Requirements: Voice Communication, Monitoring and Control, Workstations and Re-Classification of Facilities 
MR Ch.3 s.5.3: Exceptions
MR Ch.4 s.5: Compliance, Inspection, Testing, and Monitoring
MR Ch.4 s.7.3.1.2
MR Ch.4 App.4.2: Requirements for Generation and Electricity Storage Facilities Connected to the IESO-Controlled Grid
MR Ch.4 App.4.4: Transmitter Requirements
MR Ch.4 App.4.15: IESO Monitoring Requirements: Generators
MR Ch.4 App.4.16: IESO Monitoring Requirements: Transmitters
MR Ch.5 s.1.2.1
MR Ch.5 s.2.2: Normal Operating State
MR Ch.5 s.2.3: Emergency Operating State
MR Ch.5 s.2.4: High-Risk Operating State
MR Ch.5 s.2.5: Conservative Operating State
MR Ch.5 s.3.2: Obligations of the IESO
MR Ch.5 s.3.3: Reliability-Related Information
MR Ch.5 s.3.4: Obligations of Transmitters
MR Ch.5 s.3.5: Obligations of Wholesale Customers
MR Ch.5 s.3.6: Obligations of Generators (Embedded and Non-embedded)
MR Ch.5 s.3.7: Obligations of Distributors
MR Ch.5 s.3.8: Obligations of Electricity Storage Participants (Embedded and Non-embedded)
MR Ch.5 s.4.5.1.3
MR Ch.5 s.4.6.3
MR Ch.5 s.5.1.2.7
MR Ch.5 s.5.8: Operation Under an Emergency Operating State
MR Ch.5 s.5.9A: Operation Under a Conservative Operating State
MR Ch.5 s.5.10: Restoration of System Security Following a Contingency Event
MR Ch.5 s.6.1.6
MR Ch.5 s.6.3.5
MR Ch.5 s.6.4.4.1
MR Ch.5 s.6.4.9: Revoke Advance Approvals
MR Ch.5 s.6.4.11: Recalls
MR Ch.5 s.7.3.1.4
MR Ch.5 s 7.4.4
MR Ch.5 s.7.7.7: Advisory Notices 
MR Ch.5 s.8.1.2
MR Ch.5 s.8.2.3
MR Ch.5 s.9.2: Under Load Tap Changers
MR Ch.5 s.9.3: Off Load Tap Changers
MR Ch.5 s.10.2: Demand Control Initiated by a Market Participant
MR Ch.5 s.10.3: Demand Control Initiated by the IESO in an Emergency Operating State
MR Ch.5 s.10.4: Under-Frequency Load Shedding
MR Ch.5 s.10.5: Generator Obligations During Abnormal Frequency
MR Ch.5 s.10.5A: Electricity Storage Participant Obligations During Abnormal Frequency
MR Ch.5 s.11.7: Testing
MR Ch.5 s.12: Communications
MR Ch.5 s.14: Information and Reporting Requirements
MR Ch.7 s.7.2: Information Used to Determine Dispatch Instructions
MR Ch.7 s.11.2: Process for Synchronization
MR Ch.7 s.11.3: Process for De-Synchronization
MR Ch.7 s.12.1.3.2
MR Ch.7 s.12.1.3A
MR Ch.7 s.12.2.1
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Changes to this market manual are managed via the IESO Change Management process. Stakeholders are encouraged to participate in the evolution of this market manual via this process.
To contact the IESO, you can email IESO Customer Relations at customer.relations@IESO.ca or use telephone or mail. Telephone numbers and the mailing address can be found on the IESO website. IESO Customer Relations staff will respond as soon as possible.
– End of Section –
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[bookmark: _Participant_Authorization][bookmark: _Authorize_Market_and][bookmark: _Toc502125639][bookmark: _Toc507218863][bookmark: _Toc507219202][bookmark: _Toc259524467][bookmark: _Toc429743783][bookmark: _Toc518293751][bookmark: _Toc527102072][bookmark: _Toc478808348]
2 [bookmark: _Toc205971152]Maintaining Reliability of the IESO-Controlled Grid 
2.1 [bookmark: _Toc205971153]IESO Responsibilities
(MR Ch.5 s.3.2.1) 
Delegation to transmitters – The IESO may delegate portions of its responsibilities under the market rules to transmitters in accordance with the terms and conditions of the applicable operating agreements.
2.1.1 [bookmark: _Toc529194208][bookmark: _Toc205971154]Interconnected Systems
(MR Ch.5 s.5.1.2.7)
Use and support – The IESO must use and support interconnected systems as necessary to maintain reliability of the IESO-controlled grid in accordance with agreements with other security coordinators, balancing authorities and interconnected transmitters operators.
2.1.2 [bookmark: _Toc529194209][bookmark: _Toc205971155]System Re-preparation
(MR Ch.5 ss.1.2.1, 5.10.1 – 5.10.2, 8.2.3, 9.2.1 and 10.3)
IESO actions during contingencies – The IESO control room operators, assisted by the Energy Management System (EMS), continuously monitor important power system variables such as power flows and voltages at different locations on the IESO-controlled grid, and continually update operating plans to deal with contingencies. These plans typically involve such actions as: generation dispatch, load transfers, under-load tap changer (ULTC) movement pursuant to MR Ch.5 s.9.2.1, arming remedial action schemes (RASs) pursuant to MR Ch.5 s.8.2.3, recalling outages pursuant to MR Ch.5 s.6.4.11, curtailing dispatchable loads, etc. In emergency situations, the IESO may order load shedding of non-dispatchable load or price responsive load pursuant to MR Ch.5 s.10.3. 
Overriding market mechanisms – The IESO will use market mechanisms to the extent feasible to solve system operating limit (SOL) exceedances. However, because of the short times permitted to return the IESO-controlled grid to a secure state, the IESO may pursuant to Ch.5 s.1.2.1 order actions such as dispatch of generation resources or electricity storage resources with regard only to their effectiveness in solving the limit exceedance. 
Steps necessary to restore security – Pursuant to MR Ch.5 ss.5.10.1 – 5.10.2, the IESO and market participants will complete the following activities to restore power system security following a contingency:
1. Relevant facility operators report the event to the IESO.
IESO reviews and, if necessary, revises its operating plan.
IESO issues operating instructions to relevant facility operators.
Relevant facility operators execute operating instructions.
All reporting and execution of operating instructions are to be completed promptly[footnoteRef:2].  The 30-minute system re-preparation timeframe includes reporting and operating plan preparation and execution. Relevant facility location operators shall execute directions from the IESO, as specified, and as soon as practical, with due regard to equipment, human and environmental safety. Any discussion between a market participant and the IESO about the relative merits of an alternative set of control actions shall take place after the IESO-controlled grid has been restored to a normal operating state. [2:  ‘Promptly’ means market participants are expected to execute the operating instruction within five minutes unless told otherwise by the IESO.] 

2.2 [bookmark: _Toc205971156]Market Participant Responsibilities
2.2.1 [bookmark: _Toc205971157]Independent Actions for Facilities Connected to the IESO-controlled Grid 
(MR Ch.5 ss.3.4.1.5, 3.5.1.3, 3.6.1.6, 3.7.1.5, 3.8.1.6 and 6.1.6)
Communication where market participant anticipates being unable to comply to IESO directions – Market participants must provide the IESO with as much advance notice as possible of any situation that may prevent them from being able to comply with IESO directions pursuant to MR Ch.5 ss.3.4.1.5, 3.5.1.3, 3.6.1.6, 3.7.1.5 or 3.8.1.6, as the case may be. 
Communication where market participant disconnects on emergency basis – After taking independent actions to disconnect from the IESO-controlled grid pursuant to MR Ch.5 s.6.1.6, but prior to reconnecting to the IESO-controlled grid or continuing with participation in the IESO-administered markets, the market participant must provide the IESO with an explanation for their actions and, where applicable, any mitigating steps to prevent reoccurrence.
2.2.2 [bookmark: _Toc205971158]Facilities Not Connected to the IESO-Controlled Grid
(MR Ch.4 s.7.3.1.2)
Impact Assessment and Exceptions – For the purpose of designation pursuant to MR Ch.4 s.7.3.1.2, the IESO assesses, as part of the Market Registration process, the impact that any market participants’ facilities not directly connected to the IESO-controlled grid may have on the reliable operation of the IESO-controlled grid. The IESO will document any exceptions to requirements for the operation of embedded facilities.
2.3 [bookmark: _IESO-Controlled_Grid_Operating][bookmark: _Toc205971159]IESO-Controlled Grid Operating States 
(MR Ch.5 ss.2.2 – 2.5)
More than one operating state – The IESO-controlled grid can be in more than one operating state. Examples include:
high-risk operating state for a certain area of the IESO-controlled grid while a normal operating state remains for rest of the IESO-controlled grid; and
conservative operating state for a certain area of the IESO-controlled grid while a normal operating state remains for rest of the IESO-controlled grid.
Actions more likely – While the IESO has authority to safeguard reliability in all operating states, the IESO is more likely to undertake the actions discussed in this section 2.3 during a high-risk operating state, conservative operating state, or emergency operating state than during a normal operating state. 
Additional Provisions – Policy information for grid operating states can be found in MM 7.4 s.2.4.
2.3.1 [bookmark: _Toc127191404][bookmark: _Toc132093882][bookmark: _Toc132094014][bookmark: _Toc132187565][bookmark: _Toc137735657][bookmark: _Toc138424595][bookmark: _Toc205971160]Normal Operating State
(MR Ch.5 s.2.2)
2.3.2 [bookmark: _Toc127191405][bookmark: _Toc132093883][bookmark: _Toc132094015][bookmark: _Toc132187566][bookmark: _Toc137735658][bookmark: _Toc138424596][bookmark: _Toc205971161][bookmark: _Toc501515470][bookmark: _Toc226783040][bookmark: _Toc459799977]High-Risk Operating State
(MR Ch.5 s.2.4)
Conditions justifying declaration – For the purposes of MR Ch.5 s.2.4.1, the IESO may declare a high-risk operating state in the presence of any of the following conditions:
adverse weather such as lightning, freezing precipitation, or widespread or heavy fog within 50 km of a facility that form part of the IESO-controlled grid;
extreme weather such as tornadoes or wind gusts equal to or exceeding 80 km/h within 50 km of a facility that form part of the IESO-controlled grid;
natural phenomena such as earthquakes, geomagnetic storms, floods, etc. that are either present or imminent;
confirmed or suspected degradation of protective relaying, including any associated communications media;
outages, deratings, or erratic behaviour of equipment such as regulation that affect the security of the IESO-controlled grid;
unusual hazards such as forest fires, bomb threats, etc.; or
any other condition that the IESO believes will significantly increase the exposure of the IESO-controlled grid to contingencies beyond normal reliability criteria. In such cases, the IESO, if requested, will explain the reason after the incident has passed.
High-risk operating states frequently involve a reasonable probability that additional contingencies may occur before there has been time to re-prepare after the first one. 
IESO actions – During a high-risk operating state, the IESO may temporarily and selectively increase the level of system security. The IESO may take actions such as implementing high-risk system operating limits, re-dispatching generation or electricity storage, and recalling or cancelling relevant outages, in accordance with MM 7.4. 
2.3.3 [bookmark: _Toc205971162]Conservative Operating State
(MR Ch.5 s.2.5)
Purpose of declaration – Conditions may require the IESO-controlled grid to be operated in a conservative operating state in response to a reliability concern to help prevent an emergency operating state. 
Conditions justifying declaration – For the purposes of MR Ch.5 s.2.5.1, the IESO may declare a conservative operating state in the presence of any of the following conditions: 
forecasted or present extreme hot or cold weather;[footnoteRef:3]  [3:  Extreme hot weather: Southern Ontario temperature forecast ≥35C or a humidex ≥40C.
Extreme cold weather: Southern Ontario temperature forecast ≤-20C or a wind chill ≤-30C; Northern Ontario temperature forecast ≤-30C or a wind chill ≤-40C] 

tight supply conditions including when the IESO anticipates or has issued an Energy Emergency Alert 1 (EEA-1);
forecasted strong or severe geomagnetic disturbance;
situations requiring an unplanned evacuation of the IESO primary control centre; and
IT-related unplanned outages that impair IESO market or system applications or tools (e.g. Energy Management System (EMS), or Market Interface System (MIS)), resulting in an adverse impact on system security. The aforementioned disruptions can be triggered either by the IESO, external entities/providers, or reasons beyond the control of the IESO.
IESO Actions – At the discretion of the IESO, market participants may be required to suspend any non-urgent maintenance or switching activities to minimize any potential risks to the IESO-controlled grid. The IESO may reduce transfers on key interfaces to increase resiliency. In addition, the IESO may reject or revoke advance approval of relevant outages; commit additional resources; or return equipment to service in accordance with MM 7.4.
2.3.4 [bookmark: _Toc205971163]Emergency Operating State
(MR Ch.5 s.2.3)
Energy, capacity and security emergencies – There are primarily three types of IESO-controlled grid emergencies that may result in the IESO declaring an emergency operating state pursuant to MR Ch.5 s.2.3.1. These emergency types will typically apply to global issues but may also apply to local issues. The IESO will refrain from declaring an emergency operating state when there is no material benefit to doing so.
[bookmark: _Toc210800716][bookmark: _Toc529194291]Table 2‑1: Types of Emergencies
	Type
	Description

	Energy
	When the IESO has exhausted all options and can no longer provide the expected energy requirements of the Ontario Balancing Authority area.

	Capacity
	When the operating capacity of the Ontario Balancing Authority area − plus purchases from other systems (to the extent available or limited by transfer capability) − is not adequate to meet Ontario demand plus regulating requirements.

	Security
	When the IESO-controlled grid: 
is in an unstudied operating state, where for example there was an equipment failure that resulted in a system configuration for which limits were not derived (e.g. a stuck breaker); or
has a limit exceedance (e.g. voltage, circuit loading) that cannot be resolved through normal/routine control actions and requires shedding of non-dispatchable load or price responsive load.


Declaration where actions necessary – The IESO generally declares an emergency operating state pursuant to MR Ch.5 s.2.3.1 when an IESO-controlled grid emergency requires the implementation of one or more of the following control actions (refer to Appendix B: Emergency Operating State Control Actions):
purchasing emergency energy 
implementing 3% or 5% voltage reductions
operating to emergency condition limits[footnoteRef:4]  [4:  Described in MM 7.4 and referred to as “emergency condition operating limits”.] 

shedding non-dispatchable load or price responsive load
disregarding normal regulatory or legal requirements
Declaration to assist neighbouring control areas – The IESO may also declare an emergency operating state pursuant to MR Ch.5 s.2.3.1 when this state exists in a neighbouring balancing authority area, and respecting normal operating state security limits would restrict IESO’s ability to assist that balancing authority.
IESO actions – When the IESO has declared an emergency operating state pursuant to MR Ch.5 s.2.3.1:
the IESO shall inform market participants, neighbouring balancing authorities, transmission operators and reliability coordinators as required. Notification will be through an advisory notice and other industry-related sites. The telephone or other available means may also be used;
emergency condition limits, representing the minimum acceptable level of security, will be respected; and
through the use of operating instructions, the IESO shall direct relevant facilities location operators[footnoteRef:5] to take actions and return the IESO-controlled grid to normal operating state. [5:  The location operator is the person who physically controls the equipment.] 

The IESO shall also inform market participants, balancing authorities, and reliability coordinators for adjacent balancing authority areas when the IESO-controlled grid has returned to a normal operating state and the emergency operating state has concluded (MR Ch.5 s.2.3.3).
2.4 [bookmark: _IESO_Actions_in][bookmark: _Toc529194217][bookmark: _Toc205971164]IESO Actions in Advance of Reliability Events 
(MR Ch.5 ss.1.2.1 and 3.2.2)
Operating plan – NERC Transmission Operations (TOP) and Emergency Preparedness and Operations (EOP) standards require the IESO to have a viable operating plan for reliable operations. This plan should be designed to evaluate options and set procedures for reliable operation through a reasonable future time period. Among other things, a viable operating plan must address expected commitments of  generation resources and electricity storage resources  and dispatch, interchange scheduling, capacity and energy reserve requirements, and demand patterns.
IESO actions – To ensure the viability of the operating plan, there may be situations that require the IESO to take control actions outside of market timelines pursuant to MR Ch.5 s.1.2.1. These situations include:
extreme conditions
variable generation events
degraded transmission system performance 
In these situations, the IESO will use normal market mechanisms to the extent feasible.
2.4.1 [bookmark: _Toc205971165]Conservative Operations
(MR Ch.5 s.1.2.1; Ch.7 s.12.1.3A)
Notice of conservative operations – The IESO may issue a conservative operations advisory notice one to seven days in advance of forecasted conditions. The notice of conservative operations will encompass notice in advance of any of high-risk operating state, conservative operating state, or emergency operating state, and it will encompass both the alert notice and warning notice as indicated in MR Ch.7 s.12.1.2.1 and s.12.1.2.2.
The notice will provide:
situational awareness (conditions or expected conditions in the forecast) and time for advanced preparations; and
the action(s) the IESO is taking, or may take, should forecasted conditions materialize.
IESO actions in advance of declaration – Forecasted conditions may require action(s) in advance of a high-risk operating state, conservative operating state, or emergency operating state.
Examples of IESO actions – Table 2‑2Table 2‑2 provides examples of conditions that may require the IESO to take control actions, as well as examples of the potential actions, when the IESO anticipates or is experiencing conditions that require conservative operations.
[bookmark: _Ref166562724][bookmark: _Toc529194292][bookmark: _Toc210800717]Table 2‑2: IESO Actions to Manage Extreme Conditions
	If …
	Then…

	The IESO experiences, or expects conditions such as:
extreme weather
forest fires
	The IESO may:
commit additional generators or electricity storage units;
reject or revoke planned outages; or
take other actions appropriate for the circumstances.


2.4.2 [bookmark: _Toc529194219][bookmark: _Toc205971166]System Flexibility Events
(MR Ch.5 s.1.2.1; MR Ch.7 s.12.1.3A)
Definition – System flexibility is the ability of the system to respond to intra-hour differences between:
expected supply and actual production; and/or
expected demand levels and actual consumption.
System flexibility events occur when conditions are such that there is increased risk for material differences between supply and demand in future hours.
Examples of IESO actions – Table 2‑3Table 2‑3 provides examples of conditions that may require the IESO to take actions when we anticipate or are experiencing a system flexibility event. 
Notice of system flexibility events – The IESO may issue an advisory notice in advance of or during a system flexibility event as appropriate. The advisory notice will notify the market of:
a system flexibility event is expected or in progress; and
the action(s) the IESO is taking.
[bookmark: _Ref166562725][bookmark: _Toc529194293][bookmark: _Toc210800718]Table 2‑3: IESO Actions to Manage Variable Generation Events
	If…
	Then…

	The IESO experiences or expects conditions that may require additional system flexibility to address, such as:
material differences between forecasted and actual variable generation output; or
significant variable generation ramp events; or
material differences between forecasted and actual Ontario demand[footnoteRef:6] [6:  Differences between forecasted and actual demand may be exacerbated by embedded generation output, which is reflected through Ontario demand.] 

	The IESO may:
adjust the 30-minute operating reserve requirement to indicate the system flexibility need;
manually adjust the variable generation forecast to align it with expected variable generation output;
commit/constrain on/constrain off dispatchable resources;
curtail export[footnoteRef:7] transactions mid-hour; or [7:  Except for capacity exports, unless the backing generator resource that has committed its capacity has not been scheduled or is not generating to the full amount of the capacity export, at which point the capacity export may be curtailed to the lower of the resource’s schedule or output.] 

take other actions appropriate for the circumstances.


2.4.3 [bookmark: _Toc504720539][bookmark: _Toc506887021][bookmark: _Toc529194220][bookmark: _Toc205971167]Degraded Transmission System Performance 
(MR Ch.5 s.1.2.1; MR Ch.7 s.12.1.3A)
Definition – There may be times when some portion of the transmission system is showing a recent history of degraded performance. These situations are identified when there is: 
higher than average forced outage rates; or
unanticipated tripping; or
unanticipated failures to trip.
Risk assessment – The IESO will assess the risk level associated with degraded transmission system performance. These risk levels are as follows:
Elevated: There have been a number of related issues with transmission equipment in the same transmission yard over the past few months.
Severe: There have been a number of related issues with transmission equipment in the same yard over the past week, and the situation continues to deteriorate.
Examples of IESO actions – Table 2‑4Table 2‑4 provides examples of conditions that may require the IESO to take control actions associated with the risk level, as well as examples of the potential actions, when the IESO anticipates or experiences a degraded transmission system performance event. Where time permits, the IESO will discuss control actions with the applicable transmitter before implementation.
Notice of degraded transmission system performance events – The IESO may issue an advisory notice in advance of or during a degraded transmission system performance event as appropriate. The advisory notice will notify the market of:
the type of degraded transmission system performance event expected or in progress; and
the action(s) the IESO is taking.
[bookmark: _Ref166562726][bookmark: _Toc529194294][bookmark: _Toc210800719]Table 2‑4: IESO Actions to Manage Degraded Transmission System Performance
	If the IESO…
	The IESO may…

	Declares an Elevated risk

	limit the number of critical elements that are out-of-service;
revoke or reject planned outages;
prepare limits that are reflective of more severe contingencies; 
adjust use of RASs to reduce operation of affected transmission system elements; or
instruct market participants to staff switch yard for planned switching.

	Declares a Severe risk (or increases an Elevated risk to Severe) 
	further restrict the number of critical elements that are out-of-service;
recall other critical elements that are out-of-service in the area;
respect limits that are reflective of more severe contingencies; or
instruct market participants to staff switch yard around the clock.

	Decreases the risk level, or declares that there is no longer a risk
	Instruct market participants to return to normal staffing of switch yards.



– End of Section –
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3 [bookmark: _Toc54689366][bookmark: _Toc55552435][bookmark: _Toc63175793][bookmark: _Toc63178323][bookmark: _Communication:_General_Requirements][bookmark: _Toc529194221][bookmark: _Toc205971168]Communication: General Requirements
(MR Ch.5 ss.3.5.1.2, 3.6.1.3, 3.8.1.3, 6.3.5 and 12)
[bookmark: _Toc492369017]Sections 3 through 6 of this market manual outline the minimum conditions, developments and items that must be communicated to ensure reliable operation of the IESO-controlled grid, and by extension, support market operations. Appropriate performance standards for communications are included where practical. In the absence of explicit standards, market participants are to act in accordance with good utility practice.
3.1 [bookmark: _Toc529194222][bookmark: _Toc205971169][bookmark: _Toc507906028][bookmark: _Toc508513877][bookmark: _Toc522344855][bookmark: _Toc522345596]IESO Requirements
[bookmark: _Toc132094026][bookmark: _Toc132187577][bookmark: _Toc205971170][bookmark: _Toc529194225]3.1.1	Internal Post-Contingency Communication
(MR Ch.5 ss.12.1 – 12.4)
Direct communication – The IESO will, following contingencies or system events, communicate directly with the staff who exercise direct physical control of the affected facilities in accordance with applicable agreements or procedures. This direct communication is essential so that the appropriate corrective action can be formulated and initiated promptly, based on first-hand information provided to the IESO.
3.2 [bookmark: _Toc529194226][bookmark: _Toc205971171]Market Participant General Requirements
(MR Ch.5 s.12.4.1)
Standard operating terms – For the purposes of MR Ch.5 s.12.4.1, MM7.6: Glossary of Standard Operating Terms sets out the approved standard operating terms, abbreviations, and definitions for communications between the IESO and market participants. 
[bookmark: _Toc529194227][bookmark: _Toc205971172]3.2.1	Communication Facilities
(MR Ch.2 App.2.2)
General requirements – Each market participant must provide communications facilities in accordance with MR Ch.2 App.2.2. If these facilities fail, the IESO and the affected market participant shall expeditiously re-establish contact via any other feasible medium (cell phone, satellite phone, e-mail, etc.). 
Communication in normal and abnormal conditions – Each market participant shall identify their dispatch or control centre, authority centre, facility location operator and their controlled equipment to the IESO. In the normal operating state, communication between the IESO and a market participant will be through the market participant’s authority centre. In abnormal conditions (refer to section 5), including emergency situations, or during a failure of normal communication channels, the IESO will typically communicate directly with the relevant facility location operator. After the situation has stabilized, subsequent calls may be directed to, or include the authority centre. Unless stated otherwise, communication is assumed to be between IESO control room operating personnel and the control room operating personnel of the relevant market participants.
[bookmark: _Toc529194228][bookmark: _Toc205971173]3.2.2	Registration Data Updates
(MR Ch.1 s.11.3.1)
Contact information – Each market participant shall update its registration data with any changes to relevant contact information.
3.3 [bookmark: _Toc456256423][bookmark: _Toc456256424][bookmark: _Toc456256425][bookmark: _Toc456256426][bookmark: _Toc456256427][bookmark: _Toc456256428][bookmark: _Toc456256430][bookmark: _Toc456256431][bookmark: _Toc456256432][bookmark: _Toc456256433][bookmark: _Toc456256434][bookmark: _Toc456256435][bookmark: _Toc456256436][bookmark: _Toc456256437][bookmark: _Toc456256438][bookmark: _Toc456256440][bookmark: _Toc456256441][bookmark: _Toc456256442][bookmark: _Toc456256443][bookmark: _Toc456256444][bookmark: _Toc456256445][bookmark: _Toc456256446][bookmark: _Toc446419913][bookmark: _Toc456256447][bookmark: _Toc456256448][bookmark: _Toc456256449][bookmark: _Toc456256450][bookmark: _Toc456256451][bookmark: _Operating_Instructions][bookmark: _Toc529194229][bookmark: _Toc205971174]Operating Instructions
(MR Ch.5 ss.3.2.2, 3.4.2, 3.5.3, 3.6.2, 3.7.2 and 3.8.2)
Three-part communication – All operating instructions issued by, or received by, the IESO will be communicated and processed in accordance with the requirements of NERC standard COM-002: Operating Personnel Communications Protocols.[footnoteRef:8] Three-part communication shall be used for issuing and receiving operating instructions. Three-part communication consists of: [8:  “Operating instruction” has the meaning ascribed to it in NERC Reliability Standards.  ] 

1. The issuer issues the operating instruction in a clear, concise, and definitive manner.
1. The recipient repeats the operating instruction (not necessarily verbatim). 
1. The issuer confirms whether the response is correct. If the response was not correct, re-issue the operating instruction with additional clarity. If the response was not received or if the operating instruction was not understood by the receiver, then take an alternative action. 
[bookmark: _Toc529194230][bookmark: _Toc205971175]3.3.1	Operating Instructions to Generators and Electricity Storage Participants
(MR Ch.5 ss.3.6.1.6 and 3.8.1.6)
Controlled change in output – If a controlled change of output is required for reliability concerns pursuant to MR Ch.5 ss.3.6.1.6 or 3.8.1.6, then the generation unit or electricity storage unit’s output change must be completed promptly. The generator or electricity storage participant will implement the change of output in a manner that supports the safe and secure operation of the generation resource or electricity storage resource, respectively.
Removal from service – If an immediate reduction is required, or if a requested controlled reduction cannot be completed by the specified time, the IESO will direct the generation units or electricity storage units to be immediately removed from service pursuant to MR Ch.5 ss.3.6.1.6 or 3.8.1.6 respectively. The facility location operator will proceed to remove the specified generation unit(s) or electricity storage unit(s) from service immediately in a safe and secure manner.
[bookmark: _Toc205971176]3.3.2	Operating Instructions to Transmitters and Distributors
(MR Ch.5 ss.3.4.1.5, 3.7.1.5, 4.6.3, 8.1.2 and 10.3.3)
Prompt compliance – Load transfers, voltage reductions, load shedding, RAS arming and single element removal from service are expected to be done promptly when directed by the IESO.
Direction in advance of contingency – Transmitters and distributors shall promptly inform the IESO if any control action cannot be completed promptly. In those instances, the IESO may direct that the control action be executed in advance of any contingency.
Removing or restoring equipment – Switching procedures to remove or restore equipment in connection with planned outages, or following limited contingencies are specified in the relevant operating agreements.
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[bookmark: _Toc531419325][bookmark: _Toc274903513][bookmark: _Toc37929939]
4 [bookmark: _Toc529194234][bookmark: _Toc205971177]Communication: Normal Operating State
[bookmark: _Toc205971178]4.1	IESO Communication
(MR Ch.5 s.3.2.1)
Proactive communication – The IESO will communicate promptly with generators, electricity storage participants, transmitters, distributors and connected wholesale customers on matters of IESO-controlled grid operation that affect areas under their jurisdictions.
Direct communication where required – Communications from the IESO to market participants will normally be to their authority centre, in accordance with the market rules. However, the IESO will communicate directly with the facility location operator, where required, for matters relevant to the reliability of the IESO-controlled grid.
[bookmark: _Toc529194236][bookmark: _Toc205971179]4.2	Market Participant Communication
[bookmark: _Toc529194237][bookmark: _Toc205971180]4.2.1	Transmitters
(MR Ch.5 s.3.4.1.4)
Notice to IESO – Transmitters should promptly report adverse operating conditions or unusual occurrences to the IESO. In addition, the transmitter shall advise the IESO if another operating authority (for example, an agent) has an assigned responsibility for part or all of the equipment.
Content and timing of reports for change of status – Transmitters must report to the IESO any actual or planned change in status of any of their facilities that are included in the IESO-controlled grid pursuant to MR Ch.5 s.3.4.1.4. These reports shall include times and shall be made as soon as possible. Examples include: planned switching, planned periods of unavailability of equipment, expected return to service times from outage, etc. Detailed reporting procedures are normally contained in the relevant operating agreement.
Where transmitter is also distributor – Transmitters that have operating control of portions of distribution systems shall abide by any communications requirements specified for distributors under MR Ch.5 s.3.7 and any other applicable obligations.
Telephone – All communication by the transmitter shall be made by telephone to the IESO control room staff.

[bookmark: _Toc529194238][bookmark: _Toc205971181]4.2.2	Generators
(MR Ch.5 ss.3.6.1.3 and 3.6.1.4; MR Ch.7 ss.11.2 and 11.3)
[bookmark: _Ref489412379]Telephone – Communication to the IESO by generators connected to the IESO-controlled grid, or embedded generators designated by IESO as having an impact[footnoteRef:9] on the reliability of the IESO-controlled grid, pursuant to MR Ch.5 ss.3.6.1.3 and 3.6.1.4 shall be made by telephone to the IESO control room staff.  [9:  Usually because the embedded generation unit affects a security limit. The designation is included in the registration data.] 

Matters requiring reporting – Matters that require prompt reporting to the IESO pursuant to MR Ch.5 ss.3.6.1.3 and 3.6.1.4 include generation units that are synchronized or separated from the IESO-controlled grid, generation units that become unavailable while shut down, expected changes in real or reactive capability, planned periods of unavailability of equipment, expected return to service times from outage, status of automatic voltage regulators, among other things. These reports shall also include event times.
Switchyards – Generators who own a station with all, or part of a switchyard that is operated by another controlling authority, shall request authorization from the IESO to have devices operated that are not under their operating control. Generators and transmitters who are assigned operating control of elements contained in a common switchyard shall advise each other of proposed or actual equipment operations.
ABNO units – Generators, upon request, shall promptly report to the IESO the unit status information of available but not operating (ABNO) units.
Where generator is also transmitter – Generators that operate portions of the IESO-controlled grid shall abide by any communications requirements that apply to transmitters under MR Ch.5 s.3.6 and any other applicable obligations.
[bookmark: _4.2.2.1_Generation_Unit]4.2.2.1	Generation Unit Synchronization / Desynchronization
(MR Ch.7 ss.11.2.2A and 11.3.2)
Synchronization where no start-up notice received – MR Ch.7 s.11.2.2A governs synchronization procedures for non-quick start resources that have not received a start-up notice.
Desynchronization where no notice of decommitment received – MR Ch.7 s.11.3.2 governs desynchronization procedures for non-quick start resources that have not received a notice of decommitment.
[bookmark: _4.2.2.2_Synchronization_/]4.2.2.2	Synchronization / Desynchronization of GOG-eligible Resources
(MR Ch. 7 ss.11.2.2 and 11.3.1A)
Synchronization process depends on receipt of start-up notice – MR Ch.7 s. 11.2.2 governs synchronization procedures for GOG-eligible resources that have received a start-up notice. GOG-eligible resources that have not received a start-up notice must use the synchronization procedures set out in MR Ch.7 s.11.2.2A.
Desynchronization process depends on receipt of notice of decommitment – MR Ch.7 s.11.3.1A governs desynchronization procedures for GOG-eligible resources that have received a notice of decommitment. GOG-eligible resources that have not received a notice of decommitment must use the desynchronization procedures set out in MR Ch.7 s.11.3.2.
[bookmark: _4.2.2.3_Synchronization_/]4.2.2.3	Synchronization / Desynchronization of GOG-eligible Pseudo-Units
(MR Ch.7 ss.11.2.2, 11.2.2A, 11.3.1A and 11.3.2)
Synchronization procedure – Pseudo-units that are operating in combined cycle mode will have their corresponding notification of a commitment in the form of a start-up notice issued to their associated combustion turbine unit, and where a start-up notice does not already apply, a separate notification start-up notice for their steam turbine unit. The process for acknowledging the commitment notification and issuing their notification of synchronization, for each respective physical unit, follows the process outlined in section 4.2.2.2.
Desynchronization procedure – Pseudo-units that are operating in combined cycle mode will have their decommitment notification issued to the associated combustion turbine unit when the pre-dispatch process schedules the pseudo-unit below minimum loading point in the following hour. The steam turbine unit will only receive a decommitment notification when the last associated pseudo-unit operating in combined cycle mode is scheduled below minimum loading point in the following hour. The process for acknowledging the decommitment notification for each respective physical unit, follows the process outlined in section 4.2.2.2. 
4.2.2.4	Synchronizing and Desynchronizing of Quick Start Resources
(MR Ch.7 ss.11.2.1 and 11.3.1)
MR Ch.7 ss.11.2.1 and 11.3.1 govern synchronization and desynchronization procedures, respectively, for quick start resources. 

[bookmark: _Toc205971182]4.2.3	Distributors and Connected Wholesale Customers
(MR Ch.5 ss.3.7.1.2 and 3.7.1.3)
Telephone – Communication to the IESO by a distributor or connected wholesale customers pursuant to MR Ch.5 ss.3.7.1.2 or 3.7.1.3 shall be made by telephone to the IESO control room staff. 
Matters requiring reporting – Matters that require prompt reporting to the IESO pursuant to MR Ch.5 ss.3.7.1.2 and 3.7.1.3 include status of low voltage static capacitors of 15 MVAR or larger nominal capacity that are dispatchable by the IESO for areas electrically South of Essa in Barrie, status of low voltage static capacitors of 10 MVAR or larger nominal capacity that are dispatched by the IESO for areas electrically North of Essa in Barrie, status of a distribution line that affects the output of an embedded generator or embedded electricity storage facility of 20 MW or greater, planned unavailability and return to service times of equipment included in the IESO-controlled grid, etc. These reports shall include event times.
Advance notice required – Pursuant to MR Ch.5 s.3.7.1.2, the IESO must be informed, in advance, of any unusual planned single-point load pickup greater than 100 MW on the IESO-controlled grid, or greater than 50 MW on the IESO-controlled grid that is electrically North of Essa in Barrie. This does not include large industrial loads that routinely change their demand by amounts that exceed these levels where the IESO is previously aware of this fact.
Where distributor is also transmitter – Distributors that operate portions of the IESO-controlled grid shall abide by any communications requirements that apply to transmitters under MR Ch.5 s.3.4.1 and any other applicable obligations. 
Multiple connection points – If a distributor or connected wholesale customer has more than a single connection point to the IESO-controlled grid, for example a dual element spot network (DESN) transformer installation, the status of the breakers that can affect a parallel between the multiple connection points must be reported to IESO, as well as any planned operation of them, pursuant to MR Ch.5 s.3.7.1.2. Distributors are not required to notify the IESO when a DESN transformer is required off-load for less than 15 minutes to perform switching on the distribution system.
[bookmark: _Toc63676779][bookmark: _Toc205971183]4.2.4	Electricity Storage Participants
(MR Ch.5 ss.3.8.1.3 and 3.8.1.4; MR Ch.7 ss.11.2 and 11.3)
Telephone – Communication to the IESO by the electricity storage participant pursuant to MR Ch.5 ss.3.8.1.3 and 3.8.1.4 shall be made by telephone to the IESO control room staff. 
Matters requiring reporting – Matters that require prompt reporting to the IESO pursuant to MR Ch.5 ss.3.8.1.3 and 3.8.1.4 include electricity storage units that are synchronized or separated from the IESO-controlled grid, electricity storage units that become unavailable while shut down, expected changes in real or reactive capability, planned periods of unavailability of equipment, expected return to service times from outage, status of automatic voltage regulation (AVR), etc. These reports shall also include event times.
Synchronization and desynchronization procedure – Electricity storage participants that intend to synchronize or desynchronize shall follow the protocols in sections 4.2.2.1 and 4.2.2.3 above, as applicable. 
Switchyards – Electricity storage participants who own a station with all, or part of a switchyard that is operated by another controlling authority, shall request authorization from the IESO to have devices operated that are not under their operating control. Electricity storage participants and transmitters who are assigned operating control of elements contained in a common switchyard shall advise each other of proposed or actual equipment operations.
ABNO Units – Electricity storage participants, upon request, shall promptly report to the IESO the unit status information of ABNO units.
Where electricity storage participant is also transmitter – Electricity storage participants that operate portions of the IESO-controlled grid shall abide by any communications requirements that apply to transmitters under MR Ch.5 s.3.6 and any other applicable obligations.
[bookmark: _Toc69805656][bookmark: _Toc69805840][bookmark: _Toc70085436][bookmark: _Toc87358490][bookmark: _Toc205971184]4.2.5	All Market Participants
(MR Ch.5 ss.3.3.2, 3.3.3, 14.1.2 and 14.1.3)
Matters outside the scope of commercial operations that could impact reliability – All market participants should promptly inform the IESO of any matters that could affect the reliable operation of the IESO-controlled grid, including any matters outside the scope of commercial operations on the IESO-controlled grid.

[bookmark: _Toc529194241][bookmark: _Toc205971185]4.3	Normal Operating State Diagram
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Other Reliability Coordinators
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[bookmark: _Toc210800728]Figure 4‑1: Communications for Normal Conditions
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5 [bookmark: _Communication:_Abnormal_Conditions][bookmark: _Toc205971186]Communication: Abnormal Conditions
Abnormal conditions include both high-risk, conservative and emergency operating states, as well as any unusual behaviour of equipment or loads.
[bookmark: _Toc529194243][bookmark: _Toc205971187]5.1	IESO Communication
(MR Ch.5 ss.2.4.3, 3.2.2, 3.4.2, 3.5.3, 3.6.2, 3.7.2, 3.8.2 and 7.7.7)
IESO directions – During abnormal conditions, the IESO will issue operating instructions (and, as necessary reliability directives) to direct the actions that are required by each market participant (refer to section 3.3).[footnoteRef:10] [10:  “Operating instruction” has the meaning ascribed to it in NERC Reliability Standards. ] 

More than two parties – If more than two parties are involved in the conversation, the IESO will lead the discussion. The IESO shall direct a party to leave the conversation if a commercial advantage could be obtained by the party’s presence, if matters of a confidential nature relating to another party are being discussed, or if, in the opinion of IESO, the party’s presence is impeding the process.
Power system events – The IESO will notify affected market participants of power system events or other situations that could affect the operation of the IESO-controlled grid using advisory notices pursuant to MR Ch.5 s.7.7.7. Examples of power system events include: declaration of a high-risk operating state, capacity or energy shortfalls, periods of reduced system reliability, weather and environmental advisories, etc.
Emergency Operating State Control Actions (EOSCA) – In instances where the system conditions indicate that Emergency Operating State Control Actions (refer to Appendix B) may be required to mitigate operating reserve deficiency and/or energy deficiency, the principal medium for reliability related information from the IESO to market participants will be through advisory notices issued pursuant to MR Ch.5 s.7.7.7. The market participant will be informed of the anticipated system conditions and possible implementation of EOSCA. This is carried out through the IESO website, supplemented by the use of a pre-recorded broadcast telephone message.
Status updates and extra-provincial contingencies – The IESO will use advisory notices to inform market participants of any changes in the status of power system events, or of any relevant contingencies in other jurisdictions.
Restrictions to auxiliaries and equipment – When aware of declared restrictions of equipment and auxiliaries that have been removed from service in other jurisdictions, the IESO will inform the affected market participants by telephone.
[bookmark: _Toc205971188]5.2	Market Participant Communication
(MR Ch.5 ss.3.4.1.4, 3.6.1.3, 3.6.1.4, 3.7.1.2, 3.7.1.3, 3.8.1.3 and 3.8.1.4)
Contact IESO immediately – When contingencies that meet the reporting requirements identified in the following sections occur, the facility location operator suffering the contingency shall contact the IESO prior to contacting either the transmitter or its own authority centre. Once contact is established with the IESO, the IESO will establish contact with the transmitter and/or authority centre, as necessary, and involve these parties in multi-party discussions with the local operator of the facility suffering the contingency, as required to return the IESO-controlled grid to a normal operating state. 
5.2.1 [bookmark: _Toc529194245][bookmark: _Toc205971189]Transmitters
(MR Ch.5 s.3.4.1.4)
Default communication process – The relevant operating agreement will normally define the communication process between a transmitter and the IESO after a contingency. Otherwise, the following will apply:
Following a contingency, immediate communication shall be initiated from the relevant facility location operator to the IESO and, at the transmitter’s option, simultaneously to the transmitter’s authority centre. 
Contact with the IESO must not be delayed if the transmitter’s authority centre is not immediately available. 
The IESO will formulate a planned response to the contingency and will lead the conversations necessary to do so.
Matters requiring reporting – Transmitters shall report the following contingencies/conditions pursuant to MR Ch.5 s.3.4.1.4:
automatic operations of all circuit breakers that form part of the IESO-controlled grid;
operation of power system auxiliaries such as RASs and under-frequency protection;
degradation of auxiliary equipment (refer to Defined Terms), control equipment, or staffing that reduces security of the IESO-controlled grid;
degradation of switchyard auxiliaries, such as air compressors and station service transformers, that could affect the reliability of the IESO-controlled grid;
any indication of a power system event, such as, oscillations of real or reactive power, voltage declines of 10% or greater, operation of disturbance recorders, etc.;
loss of reactive power capability or resources of 15 MVAR or greater for areas electrically South of Essa in Barrie, or 10 MVAR or greater for areas electrically North of Essa in Barrie; and
when frequency drops below 59.8 Hz (refer to section 9.1.2).
Extraneous factors – Transmitters will inform the IESO pursuant to MR Ch.5 s.3.4.1.4 of restrictions on equipment in the IESO-controlled grid and of any extraneous factors that may affect the operation of the IESO-controlled grid, such as inclement weather, forest fires, or directions from civil authorities (i.e. fire or police). Transmitters must also report any change in such conditions.
Telephone – Communication by the transmitter shall be made by telephone to the IESO control room staff.
5.2.2 [bookmark: _Toc529194246][bookmark: _Toc205971190]Generators
(MR Ch.5 ss.3.6.1.3 and 3.6.1.4)
Matters requiring reporting – The operator of generation units connected to the IESO-controlled grid, or of embedded generation units that are designated by the IESO to have an impact on the reliability of the IESO-controlled grid shall report the following contingencies promptly and directly to the IESO pursuant to MR Ch.5 ss.3.6.1.3 or 3.6.1.4:
unscheduled step changes in a generation unit’s output of greater than 50 MW or 10 MVAR;
deratings in a generation unit’s output of greater than 50 MW or 10 MVAR;
automatic removal from service of generation, or generation resources of 20 MW nominal capacity or greater;
degradation of auxiliary equipment (refer to Defined Terms) that reduces IESO-controlled grid reliability; 
operation of power system auxiliaries such as RASs;
unavailability of any generation units that are included in operating reserve; and
frequency outside the range of 59.8 Hz to 60.2 Hz (refer to section 12.2).
Telephone – Communication by the generator shall be made by telephone to the IESO control room staff. For reliability purposes, conversations will directly involve the appropriate control centre. Normal conversations may involve the appropriate authority centres.
Restrictions and breakers – Generators will inform the IESO of restrictions on equipment in the IESO-controlled grid. If generation unit breakers are within the jurisdiction of another market participant, the generator shall also advise that market participant as soon as conditions permit.
Extraneous factors – Pursuant to MR Ch.5 ss.3.6.1.3 and 3.6.1.4, generators shall advise the IESO of any extraneous factors that may affect the operation of the IESO-controlled grid. Examples include but are not limited to:
inclement weather;
environmental factors such as air pollution advisories/control orders;
depleted fuel inventories, or unavailability of fuel switching capabilities;
abnormal water flow conditions, loss of water control and/or dam safety concerns; 
forest fires; or 
received directions from civil authorities (i.e. fire or police).
Generators shall also communicate any change in such conditions.
ABNO units – Generators, upon request, shall promptly report to the IESO the unit status information of available but not operating (ABNO) units.
Where generator is also transmitter – Generators who have operating control of portions of the IESO-controlled grid shall abide by any communications requirements specified for transmitters pursuant to MR Ch.5 s.3.4.1.4 and any other applicable obligations.
5.2.3 [bookmark: _Toc492369028][bookmark: _Toc507906039][bookmark: _Toc508513888][bookmark: _Toc522344866][bookmark: _Toc522345607][bookmark: _Toc529194247][bookmark: _Toc205971191]Distributors
(MR Ch.5 ss.3.7.1.2 and 3.7.1.3)
Communication process – Following a contingency on the distribution system, the distributor shall pursuant to immediately communicate from the relevant facility location operator to the IESO and, at the distributor’s option, simultaneously to the distributor’s authority centre. However, contact with the IESO must not be delayed if the distributor’s authority centre is not immediately available. The IESO will lead these conversations. Such communication by the distributor shall be made by telephone to the IESO control room staff. 
Matters requiring reporting – The facility location operator shall report promptly and directly to the IESO after the following contingencies pursuant to MR Ch.5 ss.3.7.1.2 and 3.7.1.3:
any automatic loss or forced manual interruption of load greater than 100 MW, or 50 MW electrically north of Essa TS in Barrie;
automatic removal from service of reactive capability of 15 MVAR or greater for areas electrically south of Essa in Barrie, or 10 MVAR or greater for areas electrically north of Essa in Barrie; 
operation of power system auxiliaries (refer to Defined Terms) such as RASs and under-frequency protection;
degradation of power system auxiliaries that reduces security of the IESO-controlled grid; and
loss of any distribution line(s) that affects the output of embedded generation facilities totalling 20 MW or greater in nominal capacity.
Exception – An exception to the above communication requirement is as follows:
after an automatic operation of step-down transformer low voltage breakers and bus tie breakers, where this type of contingency is:
solely due to a low tension problem and there is no indication of a problem on the transmission system; and
the loss of customer load is not greater than 100 MW (or 50 MW electrically north of Essa TS in Barrie);
the distributor should attempt to restore the load from its normal supply before contacting the IESO. This is to avoid prolonging customer interruptions in these circumstances. The IESO should be informed of the success or failure of the attempt.
Restrictions and removals – Pursuant to MR Ch.5 s.3.7.1.2, distributors will advise the IESO of any operating restrictions or equipment removed from service as this could affect the reliability of the IESO-controlled grid.
Extraneous factors – Pursuant to MR Ch.5 s.3.7.1.3, distributors will inform the IESO of any extraneous factors that may affect the operation of the IESO-controlled grid, including but not limited to, inclement weather, forest fires, or directions from civil authorities (i.e., fire or police). Distributors shall also communicate any change in such conditions to the IESO.
Where distributor is also transmitter – Distributors that control portions of the IESO-controlled grid shall abide by any communications requirements that apply to transmitters pursuant to MR Ch.5 s.3.4.1.4 and any other applicable obligations.
5.2.4 [bookmark: _Toc456256471][bookmark: _Toc456256472][bookmark: _Toc456256473][bookmark: _Toc529194248][bookmark: _Toc205971192]Connected Wholesale Customers
(MR Ch.5 s.3.5.1.2)
Communication process – Following a contingency, the connected wholesale customer shall immediately communicate from the relevant facility location operator to the IESO and, at the connected wholesale customer’s option, simultaneously to the connected wholesale customer’s authority centre. However, contact with the IESO must not be delayed if the connected wholesale customers’s authority centre is not immediately available. The IESO will lead these conversations. Such communication by the connected wholesale customers shall be made by telephone to the IESO control room. 
The facility location operator shall report promptly and directly to the IESO after the following contingencies pursuant to MR Ch.5 s.3.5.1.2:
any automatic loss or forced manual interruption of load greater than 100 MW, or 50 MW electrically north of Essa TS in Barrie;
automatic removal from service of reactive capability of 15 MVAR or greater that are dispatchable by the IESO for areas electrically south of Essa in Barrie, or 10 MVAR or greater that are dispatchable by the IESO for areas electrically north of Essa in Barrie;
operation of power system auxiliaries (refer to Defined Terms) such as RASs and under-frequency protection;
degradation of power system auxiliaries that reduces security of the IESO-controlled grid; and
loss of any internal distribution line(s) that affects the output of embedded generation facilities totalling 20 MW or greater in nominal capacity or dispatchable load.
Exception – An exception to the above communication requirement is as follows:
after an automatic operation of step-down transformer low voltage breakers and bus tie breakers, where this type of contingency is:
solely due to a low tension problem and there is no indication of a problem on the transmission system; and
the loss of load is not greater than 100 MW (or 50 MW electrically north of Essa TS in Barrie),
the connected wholesale customers should attempt to restore the load from its normal supply before contacting the IESO. This is to avoid prolonging interruptions in these circumstances. The IESO should be informed of the success or failure of the attempt.
Restrictions and removals – Pursuant to MR Ch.5 s.3.5.1.2, connected wholesale customers will advise the IESO of any operating restrictions or equipment removed from service that could affect the reliability of the IESO-controlled grid.
Extraneous factors – Pursuant to MR Ch.5 s.3.5.1.2, connected wholesale customers will inform the IESO of any extraneous factors that may affect the operation of the IESO-controlled grid, including but not limited to, inclement weather, forest fires or directions from civil authorities (i.e. fire or police). Any change in such conditions shall also be communicated to the IESO.
Where connected wholesale customer is also transmitter – Connected wholesale customers that control portions of the IESO-controlled grid shall abide by any communications requirements that apply to transmitters pursuant to MR Ch.5 s.3.4.1.4 and any other applicable obligations.
5.2.5 [bookmark: _Toc529194249][bookmark: _Toc205971193][bookmark: _Toc492369031][bookmark: _Toc507906042][bookmark: _Toc508513891][bookmark: _Toc522344869][bookmark: _Toc522345610]Embedded Market Participants
(MR Ch.5 ss.3.6.1.3, 3.6.1.4, 3.8.1.3 and 3.8.1.4; MR Ch.2 App. 2.2)
Matters requiring reporting – Embedded market participants shall notify the IESO of any loss of load greater than 100 MW (50 MW electrically north of Essa TS in Barrie) or generation in excess of 20 MW. Such communication by the embedded market participant shall be made by telephone to the IESO control room staff.
Where embedded market participant is also distributor – Embedded market participants that control portions of the IESO-controlled grid shall abide by any communications requirements that apply to distributors under MR Ch.5 ss.3.7.1.2 and 3.7.1.3 and any other applicable obligations.
5.2.6 [bookmark: _Toc41649493][bookmark: _Toc63676790][bookmark: _Toc205971194]Electricity Storage
(MR Ch.5 ss.3.8.1.3 and 3.8.1.4)
Matters requiring reporting – The operator of electricity storage units connected to the IESO-controlled grid, or of embedded electricity storage units that have been designated by the IESO as having an impact on the reliability of the IESO-controlled grid shall report the following contingencies promptly and directly to the IESO pursuant to MR Ch.5 ss.3.8.1.3 and 3.8.1.4:
unscheduled step changes in an electricity storage unit’s injection of greater than 50 MW or 10 MVAR;
deratings in an electricity storage unit’s injection capability of greater than 50 MW or 10 MVAR;
any automatic loss or forced manual interruption of withdrawal greater than 100 MW, or 50 MW electrically north of Essa TS in Barrie;
automatic removal from service of electricity storage facilities, with an electricity storage facility size of 20 MW nominal capacity or greater;
degradation of auxiliary equipment that reduces IESO-controlled grid reliability; 
operation of power system auxiliaries such as RASs and underfrequency protection;
unavailability of any electricity storage units that are included in operating reserve; and
frequency outside the range of 59.8 Hz to 60.2 Hz (refer to section 12.2).
Telephone – Such communication by the electricity storage participant shall be made by telephone to the IESO control room staff. For reliability purposes, conversations will directly involve the appropriate control centre. Normal conversations may involve the appropriate authority centres.
Restrictions and breakers – Pursuant to MR Ch.5 s.3.8.1.3, electricity storage participants will inform the IESO of restrictions on equipment in the IESO-controlled grid. If electricity storage unit breakers are within the jurisdiction of another market participant, the electricity storage participant shall also advise that market participant as soon as conditions permit.
Extraneous factors – Pursuant to MR Ch.5 s.3.8.1.3, electricity storage participants shall advise the IESO of any extraneous factors that may affect the operation of the IESO-controlled grid. Examples include but are not limited to:
inclement weather
environmental factors such as air pollution advisories/control orders
depleted fuel inventories 
abnormal water flow conditions, loss of water control and/or dam safety concerns
forest fires 
received directions from civil authorities (e.g. fire or police).
Electricity storage participants shall also communicate any change in such conditions.
ABNO units – Electricity storage participants, upon request, shall promptly report to the IESO the unit status information of ABNO units.
Where electricity storage participant is also transmitter – Electricity storage participants who have operating control of portions of the IESO-controlled grid shall abide by any communications requirements specified for transmitters under MR Ch.5 s.3.4.1.4 and any other applicable obligations.
5.2.7 [bookmark: _Toc69805668][bookmark: _Toc69805852][bookmark: _Toc70085448][bookmark: _Toc87358502][bookmark: _Toc529194250][bookmark: _Toc205971195]Any Market Participant
Commercially-induced load curtailments – Any market participants participating in commercially-induced load curtailments will promptly advise the IESO of any curtailments (e.g. water heaters) that they initiate. Market participants should also communicate the amount of the curtailment and load restoration times. 

0. Part 7.1: IESO-Controlled Grid Operating Procedures	MAN-121
Part 7.1: IESO-Controlled Grid Operating Procedures	5. Communication: Abnormal Conditions
[bookmark: _Toc127191443]
18	Public	 – 
 – 	Public	31
[bookmark: _Toc529194251][bookmark: _Toc205971196]5.3	Abnormal Conditions Diagram
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[bookmark: _Toc210800729]Figure 5‑1: Communications for Abnormal Conditions
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6 [bookmark: _Communication:_Event_Reporting][bookmark: _Toc205971197]Communication: Event Reporting
(MR Ch.5 ss.3.2.2, 3.4.2, 3.5.3, 3.6.2, 3.7.2 and 3.8.2)
NERC reporting – In accordance with NERC Reliability Standards, the IESO and market participants must report any event that: 
impacts, or may impact, the reliability of the IESO-controlled grid:
causes a potential or actual market rule violation: or
meets the reporting criteria defined in:[footnoteRef:11] [11:  In its roles as balancing authority and reliability coordinator, the IESO is also subject to the reporting requirements in NERC standard EOP-011: Emergency Operations and the NERC Electric Reliability Organization (ERO): Event Analysis Process.] 

NERC Standard EOP-004: Event Reporting;
NERC standard CIP-003: Cyber Security — Security Management Controls (if applicable to the market participant); or
NERC standard CIP-008: Cyber Security – Incident Reporting and Response Planning (if applicable to the market participant)
These reporting obligations apply to market participants for whom:
NERC standard CIP-003 applies, and with Low impact BES Cyber System(s)[footnoteRef:12],; or [12:  BES Cyber Systems categorized as Low impact according to the identification and categorization processes per NERC Standard CIP-002.] 

NERC standard CIP-008 applies, and with Medium or High impact BES Cyber System(s)[footnoteRef:13]. [13:  BES Cyber Systems categorized as Medium impact or High impact according to the identification and categorization processes per NERC Standard CIP-002.] 

The IESO and market participants shall maintain accurate and complete records for use in preparing reports and for subsequent inquiries and analysis. The intent is to provide a factual account of events, actions taken and data records. 
[bookmark: _Toc529194253][bookmark: _Toc205971198]6.1	IESO Reporting Responsibilities
(MR Ch.5 s.3.2.2)
IESO obligations – For actual or potentially reportable events relating to criteria outlined in section 6 above, the IESO will do the following:
Report to NERC, the Northeast Power Coordinating Council (NPCC), and the Ontario Energy Board (OEB) within the timelines identified in the applicable regulations and reliability standards;
Report physical and NERC CIP Reportable Cyber Security Incident related events occurring at the IESO or market participant facilities to proper authorities as outlined in section 6.3.
Depending on the specifics of the event and its relevance to Ontario’s electricity market and system operation, as determined by the IESO, communicate the event to market participants and neighbouring reliability coordinators.
Coordinate the collection of data and information as required from market participants, including the IESO itself to satisfy all applicable regulatory and reliability standards requirements. 
Issue requests to market participants for data and information, including protection relay settings, equipment descriptions, data records, NERC Reportable Cyber Security Incident details, and other specifications and details as deemed necessary.
Perform event analysis by reviewing the sequence of events and assessing the correctness of factors, including operating procedures, equipment operation, relay settings, training needs, NERC Reportable Cyber Security Incident related processes, procedures, and events.
Complete an initial review of any potential non-compliance with market rules by a market participant refer to the IESO Market Assessment and Compliance Division (MACD) for appropriate action.
Produce required reports and make recommendations to involved parties on corrective actions to prevent recurrence.
The IESO may use information obtained from logs, recording equipment, relays, and operating procedures to analyze a reportable event and the response of the interconnected system. This information can be used for further analysis, to identify lessons learned, correct deficiencies, and improve system reliability in the future.
[bookmark: _Toc205971199][bookmark: _Toc529194254]6.2	Market Participant Reporting Responsibilities
(MR Ch.5 ss.3.4.2, 3.5.3, 3.6.2, 3.7.2, 3.8.2, 14.1.4 and 14.1.5)
Market participant obligations – For actual or potentially reportable events relating to criteria outlined in section 6 above, market participants will do the following:
Provide the IESO with data, information and reports as required by regulatory entities, standards authorities, and/or the IESO in order for an event analysis to be performed, and reports to be prepared by the IESO;
Provide the IESO with event monitoring equipment data as requested by the IESO; 
Promptly notify the IESO of any event monitoring equipment failure, malfunction, or cyber incident that could affect the timely collection and reporting of event data;
When requested by the IESO, provide a preliminary report to the IESO for a NERC-reportable event or any resulting in a reliability concern, within the timeline specified by the IESO in the request; 
When requested by the IESO, provide a detailed final report of the event to the IESO at a timeline agreed to between the market participant and the IESO;
[bookmark: _Hlk178286751]Notify the IESO Shift Control Specialist (SCS) by phoning the number 905-855-6200: 
within 60 minutes of confirming a NERC Reportable Cyber Security Incident[footnoteRef:14] had occurred at a market participant’s facility or facilities. Additionally, email scs@ieso.ca for this NERC Reportable Cyber Security Incident with the completed form located in Appendix C.4 of this market manual; or   [14:  Cyber Security Incident and Reportable Cyber Security Incident are terms defined in NERC’s Glossary of Terms Used in NERC Reliability Standards.] 

by the end of the next calendar day after confirming the determination by the market participant that a NERC Cyber Security Incident was attempted to compromise a BES Cyber System (BCS), Electronic Security Perimeter (ESP), or an Electronic Access Control or Monitoring System (EACMS) (as per CIP-008, or as identified in the market participant’s Cyber Security Incident Response Plan). Additionally, email scs@ieso.ca for this NERC Cyber Security Incident with the completed form located in Appendix C.5.  
Within seven calendar days of determination of any new or any changed information that was previously not reported, email the updated reporting form (C.4 for a a NERC Reportable Cyber Security Incident or C.5 for a NERC Cyber Security Incident) to email address scs@ieso.ca. Security-sensitive information must not be included in the emailed report. Report the updated information to other parties as identified in the market participant’s Cyber Security Incident Response Plan(s) (as per CIP-008); and
[bookmark: _Toc434390818][bookmark: _Toc434410084]Promptly notify the IESO Control Room Manager – Operations by telephone of any physical security events. The Manager – Operations will escalate the call as necessary. The IESO will report the event to the appropriate authorities on behalf of the market participant (refer to section 6.3 below). 
[bookmark: _Toc405375689][bookmark: _Toc409188132][bookmark: _Toc405375690][bookmark: _Toc409188133][bookmark: _Toc405375691][bookmark: _Toc409188134][bookmark: _Toc405375692][bookmark: _Toc409188135][bookmark: _6.3_Physical_and][bookmark: _Toc413832011][bookmark: _Toc529194255][bookmark: _Toc205971200]6.3	Physical and Cyber Event Reporting
(MR Ch.3 s.5.3; MR Ch.5 s.3.2.2)
IESO reporting – The IESO reports physical and confirmed[footnoteRef:15] cyber security incidents to the NERC Electricity Information Sharing and Analysis Centre (E-ISAC), and, as appropriate, the Canadian Centre for Cyber Security (CCCS), the Royal Canadian Mounted Police (RCMP), Ontario Ministry of Energy (MOE), local law enforcement agencies, and other operating authorities, in compliance with MR Ch.3 s.5.3.  [15:  Cyber security incidents shall be considered confirmed if they are attested to be as such by either the reporting market participant and/or a supporting cyber security expert/agency acting on behalf of or in conjunction with the market participant in the context of the incident(s) in question.] 

6.3.1 [bookmark: _Toc413832017][bookmark: _Toc529194256][bookmark: _Toc205971201]NERC E-ISAC Reporting
(MR Ch.5 ss.3.2.2, 3.4.2, 3.5.3, 3.6.2, 3.7.2 and 3.8.2)
Role of E-ISAC – E-ISAC serves the electricity sector 24/7 by facilitating communication between sector entities, U.S. and Canadian federal governments, and other critical infrastructure sectors. The E-ISAC promptly disseminates threat indications, analysis, and warnings to assist sector entities to evaluate the situation and take appropriate actions. 
Sixty-minute reports – The IESO reports confirmed cyber security incidents occurring at a BES cyber asset owned facility to E-ISAC within 60 minutes of confirming the event. The IESO also reports incidents that have, could have, or are expected to have a material and detrimental impact on the reliability of the IESO-controlled grid to NERC E-ISAC when determined necessary.
Next day reports – The IESO reports to E-ISAC any confirmed cyber security incident occurring at a market participant facility or facilities or at an IESO site, that was an attempt to compromise a BES cyber system, Electronic Security Perimeter (ESP) or an Electronic Access Control or Monitoring System (EACMS) by the end of the next calendar day of confirming the event.
New or changed report information – The IESO reports any new or changed information to a previously reported confirmed NERC cyber security incident, occurring at a market participant facility or at an IESO site, to E-ISAC within seven calendar days of confirmation of the new or changed information. 
Reporting encouraged – In addition to reporting on NERC Reportable Cyber Security Incidents and NERC Cyber Security Incident attempted, market participants are encouraged to report to the IESO any cyber security incident that is known or expected to have a material and detrimental impact on the IESO-controlled grid.
[bookmark: _Toc414887910][bookmark: _Toc414889530][bookmark: _Toc414887911][bookmark: _Toc414887912][bookmark: _Toc414887913][bookmark: _Toc414887934][bookmark: _Toc414887935][bookmark: _Toc414887936][bookmark: _Toc414887937][bookmark: _Toc414887938][bookmark: _Toc414887939][bookmark: _Toc414887940][bookmark: _Toc414887941][bookmark: _Toc414887942][bookmark: _Toc414887943][bookmark: _Toc414887944][bookmark: _Toc414887945][bookmark: _Toc414887946][bookmark: _Toc414887947][bookmark: _Toc414887948][bookmark: _Toc414887949][bookmark: _Toc414887950][bookmark: _Toc414887951][bookmark: _Toc414887952][bookmark: _Toc414887953][bookmark: _Toc414887954][bookmark: _Toc414888051][bookmark: _Toc494078123][bookmark: _Toc523718547][bookmark: _Toc414888052]– End of Section –
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7 [bookmark: _Toc205971202]Grid Control Actions: Readiness Programs
(MR Ch.5 s.11.7)
Testing or simulation of emergency procedures are performed to keep relevant staff familiar with the procedures, and to identify any deficiencies in the procedures so that they can be corrected. Readiness program policy information can be found in MM 7.4 s.2.7.2.
[bookmark: _Toc529194259][bookmark: _Toc205971203]7.1	Voltage Reduction Test
(MR Ch.5 ss.11.7.1, 11.7.2 and 11.7.4)
Scope and terminology – For the purpose of this section, transmitters and connected distributors with directly connected loads of 20 MVA and greater who have control of their own voltage reduction facilities (i.e. ULTC step-down transformers) are referred to as test participants.
7.1.1 [bookmark: _Toc529194260][bookmark: _Toc205971204]Purpose
(MR Ch.5 ss.11.7.1, 11.7.2 and 11.7.4)
Actual reductions – Tests of voltage reduction procedures will not be simulations. Actual voltage reductions will be implemented. The purpose of these tests is to:
identify any equipment problems and customer concerns of test participants due to reduced voltage so that corrective action may be taken;
measure the total amount of load reduction that is attainable; and
measure the relationship between the magnitude of the voltage reduction and the amount of the load reduction.
7.1.2 [bookmark: _Toc529194261][bookmark: _Toc205971205]Scheduling and Responsibilities
(MR Ch.5 ss.11.7.4 and 11.7.5)
Every 18 months – Province-wide tests are normally scheduled about every 18 months. If there has been an actual use of voltage reduction in that period that delivered similar information, the normally scheduled test may be postponed or cancelled. Additional local or province-wide tests may be scheduled if the IESO and the affected market participants so agree. The IESO will set the date for the test and will schedule it through the outage management process. 
Meetings – As necessary, voltage reduction test meetings will be held with test participants before and after each scheduled test.
Customers – Each test participant will maintain a plan to initiate customer notification, handling of customer concerns during reductions procedures, and follow up on correction of customer problems after reduction termination.
Abnormal set-ups – Test participants will examine conditions in their respective areas for abnormal set-ups, which could result in intolerable voltage conditions during the test period.
7.1.3 [bookmark: _Toc529194262][bookmark: _Toc205971206]Notification
(MR Ch.5 ss.11.7.1 – 11.7.5)
Timing and content – The IESO will notify test participants at least four weeks in advance of the test. This notice will normally align with the voltage reduction meeting that is held before and after each scheduled test. The IESO notification shall specify the times, duration, and percent voltage reduction of each exercise. The test may include a 3% reduction, a 5% reduction, or both.
IESO website – The IESO will post notification of the voltage reduction tests on the IESO website. Additional notification will also be included through an advisory notice, posted one week in advance of the test.
Customers – Each test participant required to participate in the test is responsible for notifying their customers of the voltage reduction test as they deem necessary. This customer notification should be in addition to the IESO notifications.
Joint communications – To facilitate the aforementioned notification requirements, the IESO and test participants’ communication departments may consider a joint communication notification where possible.
7.1.4 [bookmark: _Toc529194263][bookmark: _Toc205971207]Reporting
(MR Ch.5 ss.11.7.1 and 11.7.4)
Content – Distributors and transmitters involved in the exercise will report the following on the load that they control:
test participant name;
amount of load (MW) excluded prior to the commencement of the voltage reduction test, the location of the load and the reason for the exclusion request;
amount of load (MW) excluded after commencement of the voltage reduction test, the location of the load and the reason for the exclusion request; and
any comments, complaints or relevant observations identified during the voltage reduction test.
Form – The required data will be provided electronically in a table format specified by the IESO as set out in Appendix A or in another format as agreed to by the IESO.
Timing – Within one week of the exercise, data from the test participants shall be forwarded to the IESO, along with a plan that details corrective actions to be implemented to minimize the need to exclude load in subsequent tests.
Data collection requirements – The IESO relies on its own data to determine the official voltage reduction amounts. Therefore, voltage reduction facilities do not need to send MW readings to the IESO. However, voltage reduction facilities are still required to collect data as the IESO may request that data if further analysis is required for specific issues.
The following data will be collected:
amount of load (MW) subjected to a 3% or 5% reduction test;
amount of load (MW) reduced (by transformer or transformer pair) as a result of the test; and
amount of load (MW) restored (by transformer or transformer pair) at the conclusion of the test.
Where metering readings necessary – If the voltage reduction facilities do not have automated data collection and archiving capability, they are required to take megawatt readings for each scheduled exercise. All readings should be taken as close as possible to the scheduled reduction times and restoration times. We suggest that the readings be taken in the three or four-minute period immediately before and after the voltage reduction, and again in the three or four-minute period immediately before and after the voltage restoration. In either case, the voltage reduction facility will keep the data for at least one month after the exercise has been completed.
7.1.5 [bookmark: _Toc529194264][bookmark: _Toc205971208]Requests for Exclusion from Voltage Reduction Test
(MR Ch.5 ss.11.7.1 – 11.7.5)
Process for making requests – Test participants should submit all requests for exclusion from voltage reduction tests to the IESO using the outage management process. All requests should be received no later than 10:00 AM EST three business days prior to the scheduled day for the voltage reduction test. 
Decision criteria – The IESO will approve or reject exclusion requests based on the decision criteria below and advise the test participant making the exclusion request within two business days prior to the test. The following decision criteria will be used by the IESO and the test participant in determining whether to approve requests for exclusion from the voltage reduction test. The same criteria will be applied to requests made while the test is in progress:
safety of the employees or the public;
damage to equipment; 
loss of production; and
violation of any applicable law.
Requests from embedded customers – During a voltage reduction test, customers connected to or embedded in a test participant are expected to notify their test participant and request an exclusion to mitigate the risks described above. The test participant will promptly restore the voltage of the transformer station from which the entity is supplied and notify the IESO by telephone. In the event that the IESO receives a customer exclusion request directly, the IESO will promptly direct the affected test participant to take the appropriate mitigating action.
Responsibility for customers – As outlined in this instruction, each test participant is responsible for customer notification and handling of customer concerns, both during and after the exercise.
[bookmark: _Toc529194265][bookmark: _Toc205971209]7.2	Simulation of Load Shedding
(MR Ch.5 ss.11.7.1 – 11.7.5)
Simulation – This exercise is a simulation. No load will actually be shed.
Scheduling – Load shedding is usually simulated during two periods each year. The following practices are conducted during each period, and scheduled to obtain maximum operating staff exposure. Communication will occur directly between the IESO and the relevant facility location operators of transmitters, distributors and connected wholesale customers since that would be the path in a real situation. No significant advanced warning will be given for the exercise.
IESO obligations – The IESO control room staff shall:
1. Select an amount of load (MW) to be simulated shed in each electrical area of the IESO-controlled grid.
Notify each operator, in advance, of the time that the simulation of load shedding is to occur. The notification shall include the amount of load reduction that the transmitters, distributors and connected wholesale customer is expected to simulate, the electrical area in which the simulation is to be conducted, and whether or not RAS load rejection is to be excluded.
Instruct the operators at the time of the exercise to simulate load shedding. 
Order simulated load restoration.
Market participant obligations – The involved operators shall:
1. Simulate and record the operation of specified feeder breakers.
1. Record the times and amounts (MW) of load that was simulated shed and/or restored at each step in the exercise.
1. Report all actions and conditions to the IESO and respond as though the simulation were an actual event.
7.2.1 [bookmark: _Toc529194266][bookmark: _Toc205971210]System Restoration
Restoration testing – Testing the various aspects of system restoration are covered in Market Manual 7.8: Ontario Power System Restoration Plan.
[bookmark: _Toc205971211]7.3	Unit Readiness Program
(MR Ch.5 ss.1.2.1, 2.3.2 and 3.2.2; NERC standard EOP-011: Emergency Operations)
Start-up exercises – In accordance with NERC Reliability Standards, the IESO conducts the unit readiness program in order to ensure a set of plans are available to mitigate operating emergencies for insufficient generating capacity. The IESO may request dispatchable, non-quick start generation resources to start up in order to exercise their readiness. These exercises could occur any time in the calendar year and would generally involve units that have not been on for the previous 31 days or more, or have had a history of start-up problems. 
Process – The exercises would be conducted as follows:
at least five (5) business days in advance of any exercise, a message indicating that the seasonal readiness program may be occurring will be communicated via an advisory notice; 
at least three (3) business days in advance of any exercise, specific generators will be contacted by the IESO for exercise details;  
in the day-ahead timeframe, GOG-eligible resources will have a constraint applied to generate at least to their minimum loading point (MLP) for the duration of at least their minimum generation block run time (MGBRT), before the completion of the day-ahead market;
the registered market participant for the resource must ensure that all dispatch data has been submitted related to the exercise; and
if a generation resource being exercised reaches at least the constrained value for the constrained period, the exercise will be deemed a success.
Failure and cost recovery – Failure of the unit readiness exercise will require a follow-up phone call to the IESO control room with a status update from the market participant as per the current outage reporting protocols detailed in MM 7.3. The exercise may be conducted again as conditions allow. Cost recovery for these exercises shall be consistent with the day-ahead make-whole payment settlement process.
– End of Section –
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8 [bookmark: _Toc205971212]Grid Control Actions: Voltage Control / Voltage Reduction
The IESO is responsible for maintaining voltage levels in order to ensure security of the IESO-controlled grid. This section includes the procedures for voltage control and voltage reduction.
[bookmark: _Toc529194269][bookmark: _Toc205971213]8.1	Voltage Control
Additional provisions – Policy information for voltage control can be found in MM 7.4 s.2.7.5.
8.1.1 [bookmark: _Toc529194270][bookmark: _Toc205971214]Transformer Taps
(MR Ch.5 ss.9.2.1 and 9.3.1)
Equipment and system limitations – The IESO and market participants shall give due consideration to equipment and power system limitations when specifying fixed taps or when operating ULTCs.
Step-up transformers – The IESO will specify tap positions on generation unit and electricity storage unit step-up transformers that are connected to the IESO-controlled grid.
Autotransformers above 50 kV – The IESO will determine the fixed tap settings of autotransformers rated above 50 kV. The IESO will direct the operation of ULTCs on these transformers.
Step-down transformers – Transmitters, distributors and connected wholesale customers will determine fixed tap settings on their step-down transformers and obtain approval from the IESO before making any changes.
Interconnection transformers – The IESO will obtain agreement with neighbouring security coordinators for any changes to tap settings on interconnection transformers. The owner of the transformer will implement any changes.
8.1.2 [bookmark: _Toc529194271][bookmark: _Toc205971215]Related Generation Unit and Electricity Storage Unit Equipment
(MR Ch.4 ss.5 and App.4.2)
Performance requirements – Performance requirements for automatic voltage regulators, excitation limiters, and power system stabilizers, as applicable, will be specified by the IESO for all generation units and electricity storage units that affect the IESO-controlled grid. 
Settings – Generators and embedded generators, electricity storage participants and embedded electricity storage participants shall implement settings within the time specified by the IESO and will confirm the performance of the equipment immediately following any change in settings 
IESO approval – Any settings must not be changed without the prior approval of the IESO.
Performance retesting – Performance retesting will be conducted as frequently as required by the applicable NERC Modeling, Data, and Analysis (MOD) standard- or at shorter intervals if specified by the IESO. 
Reactive power dispatch – The IESO is responsible for dispatching VARs on generators and electricity storage participants connected to the IESO-controlled grid in order to ensure reliable operation of the IESO-controlled grid.
Operation above rating – A generator or electricity storage participant operating its facility at a MW output above its rated:
maximum output (for generators); or
rated maximum injection or withdrawal output (for electricity storage facilities)
must independently reduce its MW output in order to be able to achieve Q max and Q min values corresponding to rated maximum power, unless instructed otherwise by the IESO.
8.1.3 [bookmark: _Toc529194272][bookmark: _Toc205971216]Static Reactive Resources
(MR Ch.4 s.5 and App.4.2)
Continuously variable reactive resources – The IESO shall specify settings for continuously variable reactive resources such as synchronous condensers and static VAR compensators that are connected to the IESO-controlled grid.
Switched capacitors and reactors – The IESO shall specify delay times and voltage levels for automatically switched capacitors and reactors that can affect the IESO-controlled grid. Due regard will be given to limitations on equipment and on customer voltage levels.
IESO accountability – The IESO is accountable for the deployment of reactive resources directly connected to the IESO-controlled grid and low tension (LT) resources >10 MVAR north of Essa, >15 MVAR south of Essa to maintain acceptable voltage levels to ensure reliable operation of the IESO-controlled grid.


[bookmark: _Toc529194273][bookmark: _Toc205971217]8.2	Voltage Reduction
(MR Ch.5 ss.10.2 and 10.3)
Additional provisions – Policy information for voltage reduction can be found in MM 7.4 s.2.7.7.
IESO-directed voltage reduction – The IESO may pursuant to MR Ch.5 s.10.3.1 direct transmitters and distributors to reduce voltage by 3% or 5% to prevent or mitigate operating conditions that cannot be resolved by market mechanisms. These operating conditions include, but are not limited to: 
equipment limitations
SOL exceedance
activation of reserve
load/generation balance
Direct operational control – The IESO will instruct the entity that has direct operational control of the facilities to execute the voltage reduction. This entity will be identified by market participants during the registration process and updated as required.
Distributor-initiated voltage reduction – Distributors may institute voltage reductions to reduce demand within their service areas in accordance with MR Ch.5 s.10.2. Distributors must notify the IESO via the outage management process in accordance with procedures in MM 7.3. 
Remote supervisory control – Distributors that have remote supervisory control of the regulating transformers downstream of the location at which a voltage reduction was implemented, must block the action of these regulators during a voltage reduction ordered by the IESO.
Advisory notice – The IESO will notify market participants that voltage reductions are anticipated or are occurring via an advisory notice pursuant to MR Ch.5 s.7.7.7.
Data format – After a voltage reduction, market participants shall provide the post-voltage reduction data, required pursuant to MR Ch.5 s.10.2.3.5, electronically in a table format specified by the IESO as set out in Appendix A or in another format as agreed to by the IESO.
- End of Section -
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9 [bookmark: _Toc205971218]Grid Control Actions: Load Shedding
(MR Ch.5 s.10)
It may be necessary to interrupt non-dispatchable load and price responsive load to alleviate:
a global or local capacity or energy deficiency;
an equipment limitation; or
a system operating limit (SOL) exceedance. 
Load shedding will be undertaken in accordance with the policies outlined in MM 7.4 s.2.7.8. In some instances, load shedding will be automatic through under-frequency protection (refer to section 12.3) or RASs. In other instances, manual intervention and customer appeals will be required.
[bookmark: _Toc456256607][bookmark: _Toc456256608][bookmark: _Toc456256609][bookmark: _Toc456256610][bookmark: _Toc456256611][bookmark: _Toc456256612][bookmark: _Toc456256613][bookmark: _Toc456256614][bookmark: _Toc529194275][bookmark: _Toc205971219]9.1	Load Shedding via Manual Intervention
(MR Ch.5 ss.10.2 – 10.3)
Who may initiate – Manual load shedding may be initiated by:
a market participant to reduce demand within their service area;
the IESO as an emergency control action (refer to Appendix B); or
a transmitter or distributor as an independent action. 
9.1.1 [bookmark: _Toc456256622][bookmark: _Toc259440823][bookmark: _Toc259440908][bookmark: _Toc259440997][bookmark: _Toc259441100][bookmark: _Toc456256623][bookmark: _Toc456256624][bookmark: _Toc456256625][bookmark: _Toc456256626][bookmark: _Toc456256627][bookmark: _Toc456256628][bookmark: _Toc456256629][bookmark: _Toc456256630][bookmark: _Toc456256631][bookmark: _Toc456256632][bookmark: _Toc456256633][bookmark: _Toc456256634][bookmark: _Toc529194276][bookmark: _Toc205971220]Load Shedding Initiated by IESO
(MR Ch.5 s.10.3)
Directions – The IESO will direct emergency load shedding. The IESO direction will include either the MW of relief to transmitters and large connected distributors or the percentage of prevailing load relief to small connected distributors and small connected wholesale customers and the electrical area(s) impacted (if relevant). Load shedding should not take place in an area where prevailing transmission conditions prevent it from alleviating the reliability concerns.
Rotation – The market participant shall migrate into their rotational load shedding schedule from the emergency load block shed if the conditions are likely to be sustained for a period of time. When rotating the load shed, the next block shall be shed before reloading a block.
Direct operation control – The IESO will communicate with the entity that has direct operational control of the facilities used to execute load shedding. The IESO will communicate directly with transmitters, large connected distributors, and large connected wholesale customers. The IESO will communicate via an automated messaging facility to small connected distributors and small connected wholesale customers. 
Advisory notice – The IESO will notify all market participants that load shedding is anticipated or is occurring via an advisory notice pursuant to MR Ch.5 s.7.7.7. Upon returning to a normal operating state, the IESO shall release an advisory notice to all market participants, providing an estimate of the aggregate load curtailed (MR Ch.5 s.10.3.7).
9.1.2 [bookmark: _Toc456256636][bookmark: _Toc456256637][bookmark: _Toc456256638][bookmark: _Non_Dispatchable_Load][bookmark: _Non-Dispatchable_Load_Shedding][bookmark: _Toc529194277][bookmark: _Toc205971221]Load Shedding for Frequency
(MR Ch.5 ss.10.4.3 and 10.4.8; MR Ch.4 App.4.15 and 4.16)
Manual actions – If automatic under-frequency load shedding (UFLS) (refer to section 12.3) fails to maintain frequency at an acceptable value, manual control actions may be required. The magnitude of the frequency deviation determines whether the action is directed by the IESO or done independently by transmitters.
Transmitters shall have annunciation of under-frequency set at 59.8 Hz.
For frequencies 59.0 Hz and above, the IESO shall direct the actions.
For frequencies between 59.0 Hz and 58.5 Hz, transmitters shall shed 25% of their controlled load. 
For frequencies below 58.5 Hz, transmitters shall shed load until the frequency returns to 59.0 Hz, or as close to 60 Hz as practical if an island is known to have formed within the IESO-controlled grid. 
Market participants shall ensure that frequency metering is available to the entity that has operating control of their feeder breakers.
No load that has been shed to correct low frequency shall be restored without the approval of the IESO.
9.1.3 [bookmark: _Toc456256640][bookmark: _Toc529194278][bookmark: _Toc205971222]Load Shedding Schedules: Transmitters and Connected Distributors
(MR Ch.5 s.10.3.6)
Blocks – The IESO has identified electrical areas defined by system operating limits. Each transmitter and connected distributor shall maintain up-to-date load shedding schedules for any such areas within its jurisdiction. These schedules should divide the load into approximately equal blocks; indicate the approximate percentage of the load in each block, and the approximate MW in each block at any time. Transmitters and connected distributors shall ensure equitable treatment of different loads within the schedules. Priority customer loads as defined by MM 7.8 are to be excluded from rotational load schedules. To the extent practical, load being shed by RASs should also be excluded. Exclusion from manual load shedding schedule should be kept to a minimum to facilitate rapid load shedding.
Varying load profiles – Because of the varying load profiles, each transmitter and connected distributor operating staff is responsible for determining where cuts can be made at any given time during the shift.
Non-interference – Load shedding should be such that it does not interfere with emergency services deployed in the vicinity of a disaster. 
9.1.4 [bookmark: _Toc529194279][bookmark: _Toc205971223]Load Shedding Schedules: Connected Wholesale Customers
(MR Ch. 5 ss.10.2 – 10.3)
Blocks – Each connected wholesale customer is encouraged to prepare a manual load shedding schedule that divides its load into at least two blocks and prioritizes the blocks for shedding. The size of each block, in MW, should be known and kept up to date. This will facilitate protecting loads that affect human and environmental safety and sensitive industrial processes to the extent possible.
9.1.5 [bookmark: _Toc456256643][bookmark: _Toc529194280][bookmark: _Toc205971224]Load Shedding via Local Appeals
(MR Ch.5 s.10.2)
Conditions – Transmitters or distributors may encounter situations in which equipment reliability is compromised. An example might be an overloaded transformer that feeds radial loads and there is no ability to transfer enough of the load to alleviate the transformer overload. In such situations, transmitters and/or distributors may, after notifying the IESO, initiate local appeals for voluntary load reduction in the relevant area.
Public communication – The transmitter or distributor who wishes to implement the local appeal shall handle the public communication required to initiate, and subsequently, cancel the local appeal when the need has disappeared.
9.1.6 [bookmark: _Toc529194281][bookmark: _Toc205971225]Load Shedding via Global Appeals
(MR Ch.5 s.10.3)
Conditions – If the market response is expected to leave all, or significant portions of, the IESO-controlled grid deficient of generation, the IESO may initiate warnings via public appeals to encourage customers to reduce electricity consumption voluntarily.
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10 [bookmark: _Toc205971226][bookmark: _Toc529194282][bookmark: _Toc31287768][bookmark: _Toc85197133]Grid Control Actions: Nuclear Manoeuvres Forecasted or Occurring
(MR Ch.7 s.12.2.1)
Nuclear manoeuvers – If the IESO determines that the pre-dispatch calculation engine has forecast a nuclear manoeuvre in future hours, or if a nuclear manoeuvre is imminent in real-time operations, the IESO will ensure the nuclear reductions are managed in a manner that respects the characteristics of the nuclear generation resource while simultaneously satisfying the IESO requirement to balance the power system. 
Pre-dispatch actions –The actions listed in Table 10‑1 are executed in the pre-dispatch time frame to prevent or minimize nuclear reductions:
[bookmark: _Ref166562727][bookmark: _Toc210800720]Table 10‑1: Grid Control Actions: Nuclear Manoeuvres Forecasted or Occurring
	Condition
	IESO Response to Condition

	An IESO Control Room Operator (CRO) determines that the use of average demand forecasting will mitigate nuclear generation manoeuvres
	The IESO will use the average demand forecast instead of the peak demand forecast for any or all of the IESO Ramp Hours.[footnoteRef:16]  [16:  IESO Ramp Hours are defined as any hour in which the peak demand forecast exceeds the average demand forecast by at least 300 MW.] 


	The two-hour out pre-dispatch schedule identifies nuclear units are being dispatched down by more than 50 MW
	The IESO may issue an advisory notice opening the mandatory window for bids and offers.
The IESO may expand the Net Interchange Scheduling Limit (NISL) to 1000 MW and issue an advisory notice indicating the NISL expansion. 
Note: The IESO will only take these actions if they are likely to provide assistance in managing the SBG event.

	One hour out, the pre-dispatch schedule identifies nuclear units are being dispatched down by more than 50 MW
	The IESO will curtail import transactions (including inadvertent payback) equal to the total MW reduction amount. Imports that are cut for this purpose will be tagged with ADQh-MAX.[footnoteRef:17] [17:  ADQh-MAX is the code applied to transactions curtailed for IESO Adequacy (Surplus or Deficiency) Actions. For transactions coded with ADQHX, refer to MM 4.3 regarding eligibility for make-whole payments or exemption from real time failure charges.] 

Note: All imports will be cut economically on a reasonable effort basis.

	The dispatch of a nuclear unit is not for the full amount of its maneuverable capability, or
The nuclear unit cannot operationally respond to the instruction
	The IESO may manually adjust its schedule, requiring other generators (including variable) and/or electricity storage participants to respond in its place. 
Note: The manual adjustment may be to maintain the nuclear unit at its current output or to over-dispatch the nuclear unit for the full amount of its maneuverable capability. 
Manual adjustments to generator or electricity storage participant schedules are for the hour-at-hand and the next hour only. If adjustments were to extend further into the future, it is likely that pre-dispatch would schedule actions interfering with our management of the SBG event. For example, a constrained-off nuclear unit may result in pre-dispatch scheduling fewer export transactions in future hours. 
Response from other generators or electricity storage participants will result from an automatic dispatch from the Dispatch Scheduling and Optimization (DSO) tool.

	Prior to the last run of pre-dispatch for the dispatch hour, the pre-dispatch schedule indicates that nuclear units are being shut down
	Include incremental export transactions beyond two hours before the dispatch hour. This action will allow additional export transactions to be scheduled.  
Note: A system advisory will be issued to notify the market place prior to this action.
Approximately two hours before the dispatch hour, the IESO will curtail linked wheel-through transactions to satisfy the total MW reduction amount required to avoid nuclear unit shutdown. 
Note: The IESO will issue an advisory notice stating that the IESO may curtail transactions for reliability during HEXX - HEXX.
Note: Such curtailments are tagged TLRe MAX. All linked wheel-through transaction curtailments will be made pro-rata on a reasonable effort basis.

	All flexible responses from baseload generation are exhausted
	The IESO may implement nuclear unit shutdowns.
Note: The IESO will issue an Advisory Notice stating that a shutdown is in progress.



Real-time actions – In the event the IESO determines that the nuclear units are being dispatched down in real-time, the IESO may take one or more of the following control actions, which may be performed in any order:
[bookmark: _Toc210800721]Table 10‑2: Grid Control Actions when Nuclear Units are being Dispatched Down in Real-Time
	Condition
	IESO Response to Condition

	Nuclear units are being dispatched down by more than 50 MW (possibly as a result of export failures)
	The IESO may curtail import transactions (including inadvertent payback) equal to the total MW reduction amount. 
Note: Imports cut for this purpose will be tagged with ADQh-MAX. All imports will be cut economically on a reasonable effort basis.

	The dispatch of a nuclear unit is not for the full amount of its maneuverable capability, or
The nuclear unit cannot operationally respond to the instruction
	The IESO may manually adjust its schedule, requiring other generators (including variable) and/or electricity storage participants to respond in its place. 
Note: The manual adjustment may be to maintain the nuclear unit at its current output, or to over-dispatch the nuclear unit for the full amount of its maneuverable capability. 
Manual adjustments to generator or electricity storage participant schedules are for the hour-at-hand and the next hour only. If adjustments were to extend further into the future, it is likely that pre-dispatch would schedule actions interfering with our management of the SBG event. For example, a constrained-off nuclear unit may result in pre-dispatch scheduling fewer export transactions in future hours. 
Response from other generators or electricity storage participants will be an automatic dispatch from the DSO tool.

	All flexible responses from baseload generation are exhausted
	The IESO may implement nuclear unit shutdowns.
Note: The IESO will issue an advisory notice stating that a shutdown is in progress.


- End of Section -

11 [bookmark: _Toc87358535][bookmark: _Toc127191475][bookmark: _Toc205971227]System Security: Automatic Reclosure
(MR Ch.4 App.4.4)
Additional provisions – Policy information for automatic reclosure can be found in MM 7.4 s.4.3.11.
Settings – The IESO will review automatic reclosure settings that are recommended by transmitters, and, if necessary for the reliability of the IESO-controlled grid, request changes in those settings or capabilities. The IESO will specify all automatic reclosure settings for all circuits on the IESO-controlled grid.
Process for requests – Requests to have automatic reclosure blocked (hold-offs) on specific circuits (during planned work in a station, for example) are processed through the normal outage management system and in real-time as required.
- End of Section -

12 [bookmark: _Toc205971228]System Security: Frequency Regulation
[bookmark: _Toc529194284][bookmark: _Toc205971229]12.1	Generation and Electricity Storage Units
(MR Ch.4 s.5 and App.4.2)
Performance requirements – Performance requirements, as applicable, for governors or equivalent devices that regulate active power output based on frequency will be specified by the IESO for all generation units and electricity storage units that affect the IESO-controlled grid.
Settings – Generators, electricity storage participants, embedded generators and embedded electricity storage participants shall implement settings within the time specified by the IESO and will confirm the performance of the equipment immediately following any change in settings.
IESO approval – Any settings must not be changed without the prior approval of the IESO.
Performance retesting – Performance retesting will be conducted as required by applicable standards, or at shorter intervals if specified by the IESO.
[bookmark: _Generators_Experiencing_Abnormal_1][bookmark: _12.2_Generators_and][bookmark: _Toc529194285][bookmark: _Toc205971230]12.2	Generators and Electricity Storage Participants Experiencing Abnormal Frequency
(MR Ch.5 ss.10.5 and 10.5A)
Abnormal frequency – For the purposes of MR Ch.5 ss.10.5 and 10.5A, abnormal frequency is anything outside the normal range of 59.98 – 60.02 Hz. 
Frequency restoration actions – Pursuant to MR Ch.5 ss.10.5.2 and 10.5A.2, all generators and electricity storage participants, respectively, must take actions at the frequency trigger-points shown below in Figure 12-1. During periods of abnormal frequency, unit voltage should be maintained within normal ranges with the automatic voltage regulator kept in service where possible.



[bookmark: _Toc210800730]Figure 12‑1: Generator and Electricity Storage Participant Actions During Abnormal Frequency
* For frequencies in the range of 59.8 Hz to 60.2Hz, generators and electricity storage participants shall not act without instructions from the IESO, except for the purpose of protecting the safety of its equipment, its employees, or the public, or to prevent the violation of any applicable law. If a generator or electricity storage participant cannot maintain frequency within this range, the IESO should be notified prior to taking any corrective action that would alter the electrical output of the unit. Unit operators shall take all necessary measures to prevent units from tripping, while observing operating restrictions. If the unit operator must take immediate and independent action, the IESO should be contacted as soon as possible after.
**Stabilize in this context means to take action to adjust plant processes and parameters to enable steady, sustained operation while remaining synchronized to the grid.
***Speed-no-load means the generation unit is in service, running at synchronous speed with its unit breaker closed without any appreciable load on the unit. Some resources are pre-set to automatically load restarted generation units with certain in-house loads, which is acceptable during restoration, since the unit is not synchronized to an island. This configuration must be documented in a Restoration Participant Attachment. Refer to MM 7.8.
[bookmark: _Automatic_Under-Frequency_Load_1][bookmark: _12.3_Automatic_Under-Frequency][bookmark: _Toc529194286][bookmark: _Toc205971231]12.3	Automatic Under-Frequency Load Shedding
(MR Ch.5 s.10.4.6)
Additional provisions – Policy information for automatic UFLS can be found in MM 7.4 s.4.3.10.
UFLS relays – Automatic UFLS is intended to improve system reliability by mitigating the risk of loss of generating units via their under-frequency protection. MR Ch.5 s.10.4.6 requires at least 30% of load to be connected to automatic UFLS relaying for this purpose. 
Relay connect requirement – To ensure that at least 30% of load is automatically shed during a low frequency event, the IESO requires that 35% of the total peak load of connected wholesale customers and distributors be connected to automatic UFLS relays. The additional 5% above requirement provides flexibility to accommodate UFLS feeder and relay outages, as well as generation units that trip for low frequencies above the curve specified in MR Ch.4 App.4.2, Category 1. 
UFLS stages – Automatic UFLS must be done in stages as specified in applicable standards.
For the purpose of UFLS implementation, the province of Ontario is divided into five UFLS areas, (Northwest, Northeast, West, East, and Central). The boundaries of those areas are listed in Table 12‑1. 
[bookmark: _Ref166562728][bookmark: _Toc210800722]Table 12‑1: Under-Frequency Load Shedding Areas
	UFLS Area
	Boundaries

	Northwest
	Bounded by the Manitoba and Minnesota interconnections and west of the East-West interface.

	Northeast
	Bounded by east of the East-West interface and north of the Flow South interface.

	West
	Bounded by the Michigan interconnection and west of the BLIP interface.

	East
	Bounded by the New York interconnection at St Lawrence and east of Cherrywood and Bowmanville.

	Central
	All of Ontario, excluding the Northwest, Northeast, West, and East areas. Bounded by the North-South interface, the BLIP interface, and Cherrywood and Bowmanville.


In all automatic UFLS areas, there must be at least 30% of area load connected to under-frequency relays. In order to ensure at least 30% of area load shedding is achieved while taking into account UFLS relay and feeder outages as well as generation units that trip prematurely for low frequencies, 35% of the load of those distributors and connected wholesale customers with a peak load of 25 MW or greater must be connected to UFLS relays. Distributors and connected wholesale customers with a peak load less than 25 MW are not required to provide UFLS. Distributors whose load spans more than one UFLS area must ensure that the required amount of UFLS is provided for their load in each UFLS area. 
Each distributor and connected wholesale customer shall select load for UFLS based on their load distribution at a date and time specified by the IESO that approximates system peak. 
The discrete load shedding requirements are given in (e), (f), and (g). Each distributor and connected wholesale customer, in conjunction with the relevant transmitter, shall submit to the IESO their proposed implementation plan for meeting their UFLS requirements within the time set by the Ontario UFLS Program Implementation Plan. 
For distributors and connected wholesale customers with a peak load of 100 MW or greater, the UFLS relay connected loads shall be set to achieve the amounts to be shed stated in Table 12‑2. 
[bookmark: _Ref166562729][bookmark: _Toc210800723]Table 12‑2: UFLS Relay Connected Loads for Peak Loads >= 100 MW
	UFLS Stage
	Frequency Threshold (Hz)
	Total Nominal Operating Time(s)
	Load Shed at stage as % of MP Load
	Cumulative Load Shed at stage as % of MP Load

	1
	59.5
	0.3
	7 - 9
	7 - 9

	2
	59.3
	0.3
	7 - 9
	15 - 17

	3
	59.1
	0.3
	7 - 9
	23 - 25

	4
	58.9
	0.3
	7 - 9
	32 - 34

	Anti-Stall 
	59.5
	10.0
	3 - 4
	35 - 37


For distributors and connected wholesale customers with a peak load of 50 MW or more and less than 100 MW, the UFLS relay connected loads shall be set to achieve the amounts to be shed stated in Table 12‑3.
[bookmark: _Ref166562730][bookmark: _Toc210800724]Table 12‑3: UFLS Relay Connected Loads for Peak Loads 50 MW - 99 MW
	UFLS Stage
	Frequency Threshold (Hz)
	Total Nominal Operating Time(s)
	Load Shed at stage as % of MP Load
	Cumulative Load Shed at stage as % of MP Load

	1
	59.5
	0.3
	≥ 17
	≥ 17

	2
	59.1
	0.3
	≥ 18
	≥ 35


For distributors and connected wholesale customers with a peak load of 25 MW or more and less than 50 MW, the UFLS relay connected loads shall be set to achieve the amounts to be shed stated in Table 12‑4.
[bookmark: _Ref166562736][bookmark: _Toc210800725]Table 12‑4: UFLS Relay Connected Loads for Peak Loads 25 MW - 49 MW
	UFLS Stage
	Frequency Threshold (Hz)
	Total Nominal Operating Time(s)
	Load Shed at stage as % of MP Load
	Cumulative Load Shed at stage as % of MP Load

	1
	59.5
	0.3
	≥ 35
	≥ 35


Distributors and connected wholesale customers, in conjunction with the relevant transmitter shall also shed those capacitor banks connected to the same station bus as the load to be shed by the UFLS facilities, at 59.5 Hz with a time delay of three seconds.
Any electrical area in Ontario that may become isolated from the rest of the IESO-controlled grid but remain connected to a neighboring system during a disturbance, must contain sufficient automatic UFLS capability so that the recovery of the neighboring system will not be prejudiced.
Inadvertent operation of a single under-frequency relay during the transient period following a System Disturbance should not lead to further system instability. For this reason, the maximum amount of load that can be connected to any single under-frequency relay is 150 MW.
Annual review – The IESO will review the requirements annually, and inform the relevant market participants (transmitters, distributors, and connected wholesale customers) of their automatic UFLS obligations.
– End of Section –
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Appendix A: [bookmark: _Toc205971232]Voltage Reduction Test Form
	Voltage Reduction Test / Event Reading Sheet

	Market Participant:
	

	Date (YYYY/MM/DD):
	

	Exclusions Prior to the voltage reduction (actual or test):

	Customer Name
	Station Name
	3% Test
Load (MW)
	5% Test
Load (MW)
	Reason for Exclusion

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	TOTAL
	
	0.00
	0.00
	

	Exclusions During the voltage reduction (actual or test):

	Customer Name
	Station Name
	3% Test
	5% Test
	Reason for Exclusion

	
	
	From                   (hh:mm)
	To                           (hh:mm)
	Load                      (MW)
	From                   (hh:mm
	To                           (hh:mm)
	Load                      (MW)
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	TOTAL
	
	
	
	0.00
	
	
	0.00
	

	Comments (complaints, observations):   







	Please add/delete rows and space for comments as required.

	NOTES:
	
	
	
	
	
	
	
	
	
	
	
	


[bookmark: _Toc210800731]Figure A‑1: Voltage Reduction Test Form
– End of Appendix –
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Appendix B: [bookmark: _Emergency_Operating_State][bookmark: _Toc403045541][bookmark: _Toc529194288][bookmark: _Toc205971233]Emergency Operating State Control Actions 
[bookmark: _Toc469734127][bookmark: _Toc472866436][bookmark: _Toc472912763](MR Ch.5 ss.2.3 and 5.8)
The following tables set out the control actions available to the IESO leading up to and during an “emergency operating state”. 
Table B‑1 lists the control actions that may be initiated in advance of or during an emergency operating state where only the IESO Control Area is deficient. 
Table B‑2 lists the control actions that may be initiated where the IESO and an external control area are both faced with generation deficiency. 
While the tables provide the anticipated order of control actions, the IESO may initiate control actions at any point in the hierarchy depending on the specific circumstances and conditions of the IESO or external control area. In addition, the IESO may alter the order in which the control actions are implemented to respond to reliability concerns. 
The IESO will not take control actions unless they provide a net benefit to the operating condition. 
NERC standards require simultaneous curtailment of energy injections and withdrawals associated with a linked wheeling transaction. Where injections and withdrawals are simultaneously curtailed there is no benefit to supply adequacy. Therefore, the IESO will not curtail linked wheeling transactions to support the overall supply adequacy of the IESO-controlled grid. The IESO may, however, curtail a linked wheeling transaction where the transaction was contributing to transmission security concerns or overloads which are causing either global or local reliability concerns.
Legend applied to the last four columns of the table, indicating the status of the IESO-controlled grid associated with each control action:
A	thirty-minute operating reserve, ten-minute operating reserve and regulation reserve maintained
B	ten-minute operating reserve and regulation reserve maintained
C	synchronized ten-minute operating reserve and regulation reserve maintained
D	Regulation reserve maintained
[bookmark: _Toc69805892][bookmark: _Toc70085488][bookmark: _Toc127191483][bookmark: _Toc132094091][bookmark: _Toc132187642][bookmark: _Toc137735734][bookmark: _Toc138424672][bookmark: _Toc139438884][bookmark: _Toc205971234][bookmark: _Toc87358543]B.1	Actions in Advance of and During the IESO-Controlled Grid Emergency Operating State
[bookmark: _Ref166562748][bookmark: _Toc210800726]Table B‑1: Actions in Advance of and During the IESO-Controlled Grid Emergency Operating State
	No.
	Action
	Description
	References
	A
	B
	C
	D

	1
	Issue Adequacy Report
	These assessments are published 0-34 days out and would identify any forecast capacity and/or energy deficiencies.
	MR Ch.5 ss.7.3.1.4 and 7.4.4
MM 7.2
	Y
	
	
	

	2
	Outage Management Process – reject outage applications
	This rejection applies only to those outages that have not received advance approval. Advance approval is received between one and three business days prior to the start of an outage.
	MR Ch.5 s.6.4.4.1
MM 7.3
	Y
	
	
	

	3
	Issue advisory for under generation via advisory notice
	An advisory notice may be published (0-2 days in advance of real-time) with an under generation advisory, indicating a lack of installed resources.
	MR Ch.7 s.12.1.3.2 
MM 7.2
	Y
	
	
	

	4
	Issue Standby Notification for Hourly Demand Response (HDR) Resources[footnoteRef:18] [18:  When selecting HDR resources as control actions from the EOSCA list, the IESO will adhere to the timelines associated with placing the resources on standby and activating the resources.] 

	This notification can be issued from HE16 day-ahead through HE07 day-at-hand. Notifications can be issued to all participants or regionally based on system need.
	IESO internal procedures
	Y
	
	
	

	5
	Issue an advisory notice for the declaration of a Conservative Operating State
	This declaration acknowledges a reliability concern and signals that actions may be required to prevent an emergency operating state. This declaration is made during real-time.
The IESO will issue a RCIS message.
	MR Ch.5 ss.2.5 and 5.9A
MM 7.1
MM 7.4
	Y
	
	
	

	6
	Issue General or Public Appeal
	This is a public appeal for the general populous to conserve energy and is usually a media based appeal.
The IESO will normally issue an appeal under the following conditions:
If the system is strained and requires additional flexibility
If the situation is expected to progress to the point of a 3% or a 5% voltage reduction or if the IESO expects to enter EEA-2
	IESO internal procedures
NERC Reliability Standard – EOP-011, Attachment 1
	Y
	
	
	

	7
	Issue advisory for under generation via advisory notice
	This report is produced no more than one day in advance and would include the under generation advisory. The report could be issued very close to real-time if needed. In this case the advisory would indicate a lack of offers and bids. 
	MR Ch.7 s.12.1.3.2 
MM 7.2

	Y
	
	
	

	8
	Outage Management Process – revoke approved outages
	Revoke impactive outages that have received advance approval (from between one and three business days in advance of outage start up to real-time). This may trigger compensation of generators and electricity storage participants that intend to inject. 
	MR Ch.5 ss.6.4.4.1 and 6.4.9
MM 7.3
	Y
	
	
	

	9
	Manage Inadvertent Payback
	When inadvertent is owed by the IESO, the IESO may unilaterally or bilaterally payback the inadvertent. To the extent that this payback is contributing to the deficiency, such payback shall be discontinued. If the payback benefits the situation in the IESO control area, it will continue.
	IESO internal procedures
	Y
	
	
	

	10
	Manage Time Error Correction
	When time-error correction requires an over-generation of IESO control area resources, time-error correction shall be discontinued.
The time error correction monitor will issue a RCIS[footnoteRef:19] message. [19:  RCIS message: A message on the Reliability Coordinators Information System which allow all Reliability Coordinators to be aware of the status of neighbouring control areas.] 

	IESO internal procedures
	Y
	
	
	

	11
	Outage management process – recall outages or suspend outages and switching
	Outages that can be recalled in a timely fashion will be recalled. This may trigger compensation of generators and electricity storage participants that intend to inject. 
IESO may request participants to suspend outages and switching operations if their work poses a reliability risk to the IESO-controlled grid.
	MR Ch.5 ss.6.4.4.1 and 6.4.11
MM 7.3
	Y
	
	
	

	12
	Constrain Dispatch of energy limited resources  
	These control actions, where available and implemented, are intended to avoid the declaration of an emergency operating state. Daily Energy Limited resources would be constrained off at this time to allow for them to run in future deficient hours.
	MR Ch.5 ss.1.2.1 and 2.3.2
MR Ch.7 ss.7.2.1A.1, 7.2.5A.1 and 11.3.3
	Y
	
	
	

	13
	Discontinue Commissioning Tests
	During the commissioning of a generation unit or an electricity storage unit the IESO may be required to carry additional reserve due to the increased likelihood of unit failure. The IESO may request that all commissioning tests halt so that the reserve requirement is returned to normal levels. 
	MR Ch.5 s.4.5.1.3
	Y
	
	
	

	14
	Issue NERC Energy Emergency Alert 1 (EEA‑1)
	The IESO control area has (or expects to have) all available resources in use.
The IESO will issue a RCIS message and an advisory notice.
	NERC Reliability Standard – EOP-011, Attachment 1
	Y
	
	
	

	15
	Issue an advisory notice to indicate the potential to declare an emergency operating state
	The advisory notice will indicate the potential for the declaration of an emergency operating state.  
	MR Ch.7 s.12.1.3.3
	Y
	
	
	

	16
	Include 3 % or 5% voltage reductions as 30-minute operating reserve 
	This action will help to maintain the 30- minute operating reserve and will only be included if all available offers for operating reserve are utilized.
	
	Y
	
	
	

	17
	Run short of thirty-minute operating reserve
	If the thirty-minute operating reserve shortfall is expected to last less than four hours: Run short of thirty-minute operating reserve
	
	Y
	
	
	

	Solve thirty‑minute operating reserve shortfall.
The following seven control actions may be used if the thirty-minute operating reserve shortfall is forecasted to last beyond four hours from the time the shortfall was first identified, or if a shortfall is forecasted of any duration beyond a four-hour horizon.
Implement control actions 18 through 24 in a timely manner as to resolve the thirty-minute operating reserve shortfall prior to the end of the 4-hour period. 

	18
	Constrain Dispatch of Resources on a reasonable effort economic basis.
	These control actions, where available and implemented, are intended to avoid the declaration of an emergency operating state.
Constrain GOG-eligible resources already scheduled in pre-dispatch where the start-up notice has not yet been issued.
This action could include, if not recognized by the pre-dispatch of real time dispatch sequence algorithms:
Issue capacity import call to generator-backed capacity import resources
Constraining imports on, which may include system-backed and generator-backed capacity imports
Constraining down dispatchable loads and dispatchable electricity storage facilities that are withdrawing
Constraining linked wheels off only if it frees up available transfer capability
[bookmark: _Ref80869229]Constraining exports off[footnoteRef:20], except for capacity backed exports (provided the backing generation is covering the MW) [20:  If a resource has committed its capacity externally, Ontario cannot include that capacity towards Ontario adequacy in a planning timeframe, nor for real-time operations under certain real-time circumstances. The IESO will not curtail a capacity export for global/local adequacy unless the backing resource is not scheduled or is not operating to the full amount of the capacity export, at which point the IESO can curtail a capacity export to the lower of the schedule or output amount of the resource that has committed its capacity externally.] 

Note: Operating reserve may be sold as a recallable export in an emergency situation (e.g., to help prevent a neighboring entity from having to shed load).
Activate HDR resources
Note: This activation can be issued to any HDR resource that was previously sent a standby notification. Resources must be activated approximately 2.5 hours in advance of their expected load curtailment time.
The use of Daily Energy Limited resources may be used at this time provided adequate resources are available for future hours.
	MM 4.3 s.6.8
MR Ch.5 ss.1.2.1 and 2.3.2
MR Ch.7 ss.7.2.1A.1, 7.2.5A.1 and 11.3.3
IESO internal procedures
	Y
	
	
	

	19
	Solicit Bids/Offers
	The IESO will solicit bids and offers at this time.
The IESO will open the offer / bidding window and issue an advisory notice.
	
	Y
	
	
	

	20
	Reconfigure Transmission system
	Where an evaluation has deemed it beneficial to do so, the IESO will reconfigure the transmission system to avoid the declaration of an emergency operating state.
	
	Y
	
	
	

	21
	Include incremental import transactions[footnoteRef:21] beyond two hours before the dispatch hour.  [21:  Constrain GOG-eligible resources already scheduled in pre-dispatch where the start-up notice has not yet been issued.] 

	This action will allow additional import transactions to be scheduled. A system advisory will be issued to notify the market place prior to this action.
	
	Y
	
	
	

	22
	Issue a reliability declaration[footnoteRef:22] to call on Hydro Quebec capacity (only during summer periods in which Hydro Quebec has committed capacity to the IESO) [22:  Reliability declaration is a term used in association with the IESO/Hydro Quebec Amended and Restated Capacity Sharing Agreement and 2024 Capacity Sharing Agreement. ] 

	A reliability declaration must be made to obligate Hydro Quebec to provide firm energy per the requirements of the IESO/Hydro Quebec Amended and Restated Capacity Sharing Agreement and/or the 2024 Capacity Sharing Agreement.
The IESO will issue an advisory notice.
	IESO internal procedures
	Y
	
	
	

	23
	Issue an advisory for the declaration of an emergency operating state
	Issue an advisory notice to indicate the declaration of the emergency operating state.
The IESO will issue an RCIS message.
	MR Ch.7 s.12.1.3.3
	Y
	
	
	

	24
	Purchase emergency energy and request emergency assistance
	Purchase resources not made available through market mechanisms to eliminate the deficiency. These purchases are made to maintain thirty-minute operating reserve and are not providing support to the exports that may be flowing at the time. The source of the purchases must be the seller's surplus energy.
The IESO will issue an advisory notice.
	MR Ch.5 s.2.3.3A
	Y
	
	
	

	The IESO is now no longer able to operate to respect the thirty-minute operating reserve requirement. The preceding control actions are insufficient to meet the full thirty-minute operating reserve requirement.

	25
	Include any 3% or 5% voltage reductions not already included as 10-minute operating reserve
	This action will help to maintain the ten- minute operating reserve.
	MR Ch.5 s.10.3
	
	Y
	
	

	26
	Constrain ramp limited units up to maximize 10-minute operating reserve
	These control actions will be taken if not recognized by the pre-dispatch or real time dispatch algorithms.

	
	
	Y
	
	

	27
	Bring a sufficient amount of thirty-minute operating reserve imports to 10‑minute operating reserve status.  
	This IESO will ask the external control area if they can deliver the scheduled thirty-minute operating reserve imports in 10 minutes. If the external control area cannot deliver the imports in 10 minutes, the IESO will constrain on the import to allow internal energy to be made available for 10-minute operating reserve.
	
	
	Y
	
	· 

	28
	Constrain Dispatch of Resources on a reasonable effort economic basis. 
	These control actions, where available and implemented, are intended to avoid the declaration of an emergency operating state.
Constrain GOG–eligible resources already scheduled in pre-dispatch where the start-up notice has not yet been issued.
This action could include, if not recognized by the pre-dispatch of real time dispatch sequence algorithms:
Issue capacity import call to generator-backed capacity import resources
Constraining imports on, which may include system-backed and generator-backed capacity imports
Constraining down dispatchable loads and dispatchable electricity storage facilities that are withdrawing
Constraining linked wheels off only if it frees up available transfer capability
Constraining exports off18, except for capacity backed exports (provided the backing generation is covering the MW)
Note: Operating reserve may be sold as a recallable export in an emergency situation (e.g., to help prevent a neighboring entity from having to shed load).
Activate HDR resources
Note: This activation can be issued to any HDR resource that was previously sent a standby notification. Resources must be activated approximately 2.5 hours in advance of their expected load curtailment time.
The use of Daily Energy Limited resources may be used at this time provided adequate resources are available for future hours.
	MM 4.3 s.6.8
MR Ch.5 ss.1.2.1 and 2.3.2
MR Ch.7 ss.7.2.1A.1, 7.2.5A.1 and 11.3.3
	
	Y
	
	

	29
	Solicit Bids/Offers
	The IESO will solicit bids and offers at this time. 
The IESO will open the offer / bidding window and issue an advisory notice.
	
	
	Y
	
	

	30
	Reconfigure Transmission system
	Where an evaluation has deemed it beneficial to do so, the IESO will reconfigure the transmission system to avoid the declaration of an emergency operating state.
	
	
	Y
	
	

	31
	Curtail withdrawals from self-scheduling electricity storage facility
	These control actions, where available and implemented, are intended to avoid the operation to emergency condition limits.
The IESO will issue an advisory notice.
	IESO internal procedures
	
	Y
	
	

	32
	Implement appropriate load curtailment according to Voluntary Demand Management (VDM) agreements
	These control actions, where available and implemented, are intended to avoid the declaration of an emergency operating state.
	
	
	Y
	
	

	33
	Include incremental import transactions beyond two hours before the dispatch hour. 
	This action may allow additional import transactions to be scheduled.   
A system advisory will be issued to notify the market place prior to this action.
	
	
	Y
	
	

	34
	Issue NERC Energy Emergency Alert 2 (EEA2) 
	The IESO control area has or is about to initiate load management procedures.
The IESO will open the bidding / offer window and issue an RCIS message and an advisory notice. 
	NERC Reliability Standard – EOP-011, Attachment 1
	
	Y
	
	

	35
	Issue a reliability declaration to call on Hydro Quebec capacity (only during summer periods in which Hydro Quebec has committed capacity to the IESO)
	A reliability declaration must be made to obligate Hydro Quebec to provide firm energy per the requirements of the IESO/Hydro Quebec Amended and Restated Capacity Sharing Agreement and/or the 2024 Capacity Sharing Agreement.
The IESO will issue an advisory notice.
	IESO internal procedures
	
	Y
	
	

	36
	Issue an advisory notice for the declaration of an emergency operating state
	Issue an advisory notice to indicate the declaration of the emergency operating state.
The IESO will issue an RCIS message.
	MR Ch.7 s.12.1.3.3
	
	Y
	
	

	37
	Give advance warning to the Ministry of the Environment Conservation and Parks (MECP) Spills Action Centre (by phone 1-800-268-6060) and the Ministry of Natural Resources and Forestry (MNRF) Provincial Emergency Response Coordinator (1-866-898-7372) of potential for Environmental Variance request from market participants.
	This will allow MECP and MNRF time to alert their Regional Offices and be prepared to approve Environmental Variance Requests.
The IESO will only provide this notification if the situation is expected to progress to the point where environmental variance requests will be required.
	IESO internal procedures
	
	Y
	
	

	38
	Request market participants to seek prior approval of environmental variances
	The IESO will request market participants to seek prior approval for environmental variances. 
The IESO will issue an advisory notice.
	IESO internal procedures
	
	Y
	
	

	39
	Purchase emergency energy and request emergency assistance
	The IESO will purchase resources not made available through market mechanisms. These purchases are made to maintain ten-minute operating reserve and are not providing support to the exports that may be flowing at the time. The source of the purchases should be the seller’s surplus energy or thirty-minute operating reserve.
The IESO will issue an advisory notice.
	MR Ch.5 s.2.3.3A
	
	Y
	
	

	The IESO is no longer operating to respect the 30-minute or 10-minute non-synchronized operating reserve requirement and has only enough resources available to meet the 10-minute synchronized operating reserve and minimum regulation requirements. The preceding control actions are insufficient to maintain 10-minute non-synchronized operating reserve.

	40
	Give warning to the Ministry of the Environment Conservation and Parks (MECP) Spills Action Centre (by phone 1-800-268-6060) that the IESO is about to request market participants to implement their environmental variances.
	This will allow MECP to alert their Regional Offices that the market participants are about to be requested by the IESO to implement their nuclear and gas environmental variances.
	IESO internal procedures
	
	
	Y
	

	41
	Implement MECP thermal environmental variances. 
	The IESO will request market participants to implement available MECP environmental variances to allow thermal generators (nuclear, gas) to increase their output.
The IESO will open the offer / bidding window and issue an advisory notice. 
	IESO internal procedures
	
	
	Y
	

	42
	Disregard High-Risk Limits
	This action will allow the IESO to make additional bottled energy available at the expense of increased risk to system security.
The IESO will open the offer / bidding window and issue an advisory notice.
	IESO internal procedures
	
	
	Y
	

	43
	Purchase emergency energy and request emergency assistance
	The IESO will purchase resources not made available through market mechanisms. The source of the purchases should be the seller’s surplus energy or 30-minute operating reserve made available by Step 40: Disregard High Risk Limits.
The IESO will issue an advisory notice.
	MR Ch.5 s.2.3.3A
	
	
	Y
	

	The IESO is no longer operating to respect the 10-minute synchronized operating reserve requirement and has only enough resources available to meet the minimum regulation requirements.

	44
	Issue NERC Energy Emergency Alert 3 (EEA‑3)
	This publishes to all that either:
Firm load interruption is imminent or in process; or
The IESO is short of ten-minute operating reserve. 
These alerts are posted on the NERC public website.
The IESO will issue a RCIS message and an advisory notice.
	NERC Reliability Standard – EOP-011, Attachment 1
	
	
	Y
	

	45
	Implement 3% voltage reductions
	The IESO has reduced voltage by 3% at the distribution level. Power quality affected but no “real” load cut. 
The IESO will issue an advisory notice and RCIS message.
	MR Ch.5 s.10.3
	
	
	
	Y

	46
	Implement 5% voltage reductions
	The IESO has reduced voltage by 5% at the distribution level. Power quality affected but no “real” load cut. Expect significant customer complaints and requests for exemption.
The IESO will issue an advisory notice and RCIS message.
	MR Ch.5 s.10.3
	
	
	
	Y

	47
	Give warning to the Ministry of Natural Resources and Forestry (MNRF) (1-866-898-7372) that the IESO is about to request market participants to implement environmental variances
	This will allow MNRF to alert their Regional Offices that the market participants are about to be requested by the IESO to implement their hydroelectric environmental variances.
	IESO internal procedures
	
	
	
	Y

	48
	Implement all necessary remaining approved environmental variances.
	The IESO will request market participants to implement all remaining approved environmental variances.
The IESO will open the bidding / offer window and issue an advisory notice.  
	IESO internal procedures
	
	
	
	Y

	49
	Operate to Emergency Condition Limits
	This action will allow the IESO to make additional bottled energy available at the expense of increased risk to system security.
The IESO will open the bidding/offer window, issue a RCIS message and an advisory notice.
	IESO internal procedures
	
	
	
	Y

	50
	Purchase emergency energy and request emergency assistance
	The IESO will purchase resources not made available through market mechanisms. The source of the purchases should be the seller’s surplus energy or operating reserve including ten-minute operating reserve made available by Step 49: Operate to Emergency Condition Limits.
The IESO will issue an advisory notice.
	MR Ch.5 s.2.3.3A
	
	
	
	Y

	51
	Curtail non-dispatchable load or price responsive load
	Curtailment achieved through emergency block or rotational load shedding. 
The IESO will issue a RCIS message and an advisory notice. 
	MR Ch.5 s.10.3
	
	
	
	Y





[bookmark: _Toc87358544][bookmark: _Toc87358848][bookmark: _Toc87358991][bookmark: _Toc87359140][bookmark: _Toc127191484][bookmark: _Toc132094092][bookmark: _Toc132187643][bookmark: _Toc137735735][bookmark: _Toc138424673][bookmark: _Toc139438885][bookmark: _Toc205971235]B.2	Emergency Operating State Actions (IESO and External Control Area Deficiency)
[bookmark: _Toc69805709][bookmark: _Toc69805893][bookmark: _Toc70085489][bookmark: _Toc87359141]Legend applied to the last four columns of the table, indicating the status of the IESO-controlled grid associated with each control action:
A	thirty-minute operating reserve, ten-minute operating reserve and regulation reserve maintained
B	ten-minute operating reserve and regulation reserve maintained
C	10-minute synchronized operating reserve and regulation reserve maintained
D	Regulation reserve maintained
[bookmark: _Toc132094093][bookmark: _Toc132187644][bookmark: _Toc137735736][bookmark: _Toc138424674][bookmark: _Toc139438886][bookmark: _Toc205971236]B.2.1	Initial Actions 
The IESO will:
utilize all dispatchable resources, including Ontario dispatchable load/generation/storage, bid at +MMCP to satisfy demand and reserve requirements;
provide notices of expected supply shortfall, reject, revoke, and recall outages, cancel commissioning test and take all other acceptable control actions as articulated in the Appendix B.1 to minimize the deficiency; and
include voltage reduction as sources of operating reserve.
At this point all remaining exports would be supplying non-dispatchable load in the deficient jurisdiction and it would be in a state comparable to the Ontario emergency operating state. The following actions will be taken as long as the deficient area remains in a comparable or more severe state:
[bookmark: _Ref166562757][bookmark: _Toc210800727]Table B‑2: Emergency Operating State Actions (IESO and External Control Area Deficiency)
	No.
	Action
	Description
	References
	A
	B
	C
	D

	1
	Curtail exports[footnoteRef:23] to jurisdictions not purchasing emergency energy or taking equivalent action. [23:  With the exception of capacity exports, unless the backing resource that has committed its capacity has not been scheduled or is not outputting to the full amount of the capacity export, at which point the capacity export may be curtailed to the lower of the resource’s schedule or output.] 

	
	MR Ch.5 s.2.3
IESO internal procedures
	
	
	Y
	

	2
	Purchase emergency energy and request emergency assistance.
	Purchase resources not made available through market mechanisms.
The IESO will issue an advisory notice.
	MR Ch.5 s.2.3.3A
	
	
	Y
	

	3
	Curtail exports to jurisdictions not implementing 3% voltage reduction or taking equivalent action.
	
	MR Ch.5 s.2.3
IESO internal procedures
	
	
	Y
	

	4
	Implement 3% voltage reductions in Ontario.
	The IESO has reduced voltage by 3% at the distribution level. Power quality affected but no “real” load cut.
The IESO will issue an RCIS message and an advisory notice. 
	MR Ch.5 s.10.3
	
	
	Y
	

	5
	Curtail exports[footnoteRef:24] to jurisdictions not implementing 5% voltage reduction or taking equivalent action. [24:  If a generation resource has committed its capacity externally, Ontario cannot include that capacity towards Ontario adequacy in a planning time frame, nor for real-time operations under certain real-time circumstances. The IESO will not curtail a capacity export for global/local adequacy unless the backing generator is not scheduled or is not generating to the full amount of the capacity export, at which point the IESO can curtail a capacity export to the lower of the schedule or output amount of the resource that has committed its capacity externally.] 

	
	MR Ch.5 s.2.3
IESO internal procedures
	
	
	Y
	

	6
	Implement 5% voltage reductions in Ontario.
	The IESO has reduced voltage by 5% at the distribution level. Power quality affected but no “real” load cut. Expect significant customer complaints and requests for exemption.
The IESO will adjust the real time demand globally and will issue an RCIS message and an advisory notice. 
	MR Ch.5 s.10.3
	
	
	
	Y

	7
	Curtail exports19 to jurisdictions not operating to emergency condition limits (or disregarding high-risk limits).
	
	MR Ch.5 s.2.3
IESO internal procedures
	
	
	
	Y

	8
	Operate to emergency condition limits (or disregard high risk) in Ontario.
	This action will allow the IESO to make additional bottled energy available at the expense of increased risk to system security.
The IESO will open the bidding/offer window, issue a RCIS message and an advisory notice.
	IESO internal procedures
	
	
	
	Y

	9
	Curtail remaining exports19.
	
	MR Ch.5 s.2.3
IESO internal procedures
	
	
	
	Y

	10
	If Hydro Quebec has issued a reliability declaration to the IESO, curtail Ontario non-dispatchable loads or price-responsive loads to support firm energy export to Hydro Quebec (pro-rata with Hydro Quebec to equalize load shedding in both control area, up to the IESO capacity quantity)
	To be applied only when IESO has committed capacity to Hydro Quebec via the IESO/Hydro Quebec 2024 Capacity Sharing Agreement.
	IESO internal procedures
	
	
	
	Y

	11
	Curtail Ontario non-dispatchable loads or price responsive loads.
	Curtailment achieved through emergency block or rotational load shedding.
The IESO will issue an RCIS message and an advisory notice. 
	MR Ch.5 s.10.3
	
	
	
	Y


– End of Appendix –
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Appendix C: [bookmark: _Toc187994948][bookmark: _Toc205971237]Cyber Security Incident Reporting 
The market participant is expected to:
notify the IESO Shift Control Specialist (SCS), by telephone, and provide the required minimum information; and
submit the applicable reporting form (C.4 or C.5) to the IESO SCS at scs@ieso.ca. 
For information that is unknown, market participants are requested to make an interim report and then subsequently update the interim report of any new or changed information.
Security-sensitive information must not be included in the emailed report. Such information should be protected and provided in a manner deemed appropriate by the market participant.
[bookmark: _Toc153367830][bookmark: _Toc187994949][bookmark: _Toc205971238]C.1	Reporting Timelines
Reporting timelines for market participants who are subject to CIP-008, 
within 60 minutes of determining that a Cyber Security Incident is a Reportable Cyber Security Incident; or
by the end of the next calendar day of determining that a Cyber Security Incident was an attempt to compromise an BES Cyber System, Electronic Security Perimeter (ESP), or an Electronic Access Control or Monitoring System (EACMS); or
within seven calendar days of determination of any new or any changed information that was previously reported.
Reporting timelines for market participants who are subject to CIP-003, are as per the market participant own Cyber Security Incident response plan.
[bookmark: _Toc153367831][bookmark: _Toc187994950][bookmark: _Toc205971239]C.2	When Email is Unavailable
If a market participant is unable to reach the IESO SCS via email due to system unavailability or other reasons, telephone the IESO SCS at 905-855-6200, and dictate the information for the applicable reporting form (C.4 or C.5) to the IESO SCS.
[bookmark: _Toc153367832][bookmark: _Toc187994951][bookmark: _Toc205971240]C.3	Minimum Information to Report
At a minimum, the following information must be provided when first notifying the IESO SCS of a Reportable Cyber Security Incident:
Information about the reporting entity, including:
Company name; and
Company contact name, email, and phone number
Date and time of recognized event.
If the recognized event was a Reportable Cyber Security Incident, refer to form C.4 (CIP-003 or CIP-008)
Date and time recognized event was determined to be a Reportable Cyber Security Incident.
Whether the event originated in the reporting entity’s system.
BES Assets that were compromised or disrupted.
BES Cyber Systems/Cyber Assets that were compromised or disrupted. 
Reliability tasks that were compromised or disrupted by the Cyber Security Incident and how this was determined (the functional impact).
Status of the BES Cyber Systems/Assets (functional or non-functional).
Whether the event was deemed to be malicious, suspicious, or unknown.
Whether the BES Cyber System or BES Cyber Asset was compromised and an explanation (the attack vector used and the level of intrusion that was achieved / attempted, and the action taken to contain, eradicate, and recover from the incident).
If the recognized event was an attempt to compromise a BES Cyber System, Electronic Security Perimeter (ESP), or Electronic Access Control or Monitoring System (EACMS), refer to form C.5 (CIP-008);
Date and time recognized event was determined to be an attempt to compromise a BES Cyber System, ESP, or EACMS
Whether the event originated in the reporting entity’s system.
BES Assets that were associated with the attempted compromise of the BES Cyber System, ESP, or EACMS
BES Cyber System, ESP, or EACMS that the attempt to compromise was targeted. 
Reliability tasks that were associated with the attempted compromise and how this was determined (the functional impact)
Status of the BES Cyber System, ESP, or EACMS targeted by the attempt to compromise (functional or non-functional).
Whether the event was deemed to be malicious, suspicious, or unknown.
Explanation of the event (the attack vector used and the level of intrusion that was achieved / attempted and action taken to recover)

[bookmark: _Toc187994952][bookmark: _Toc205971241]C.4	Reportable Cyber Security Incident Reporting Form
	REPORTABLE CYBER SECURITY INCIDENT REPORTING FORM

	Task
	Comments

	1
	Company Name:
	

	
	Contact Person (Name):
	

	
	Contact Person (Email):
	

	
	Contact Person (Phone):
	

	
	Submitted By (Name):
	

	2
	Date of Recognized Event (yyyy/mm/dd):
	

	
	Time of Recognized Event (hh:mm):
	

	
	Time Zone:
	

	3
	Did the event originate in your system?
	☐ Yes
	☐ No
	☐ Unknown

	4
	Is this a CIP-003 or CIP-008 Reportable Cyber Security Incident?
	☐ CIP-003
	☐ CIP-008

	5
	What BES Assets are compromised or disrupted?
	

	6
	What BES Cyber System or Asset is compromised or disrupted?
	

	7
	What reliability tasks were compromised or disrupted by the Cyber Security Incident and how was this determined? (functional impact)
	

	
	How was this determined?
	

	8
	What is the status of the BES Cyber System or Asset following the disturbance?
	☐  Functioning
	☐  Non-Functioning

	9
	Was the incident determined to be malicious, suspicious, or unknown?
	☐  Malicious
	☐  Suspicious
	☐  Unknown

	10
	Was the BES Cyber System or Asset compromised? 
	☐  Yes
	☐  No

	
	If yes, please provide details of the attack, what vector used and the level of intrusion that was achieved or attempted, the steps your entity has taken to contain, eradicate and recover from the incident.
	


[bookmark: _Toc153367834][bookmark: _Toc187994953][bookmark: _Toc205971242]C.5	Reportable Attempted Compromise Incident Reporting Form (CIP-008)
	ATTEMPTED COMPROMISE INCIDENT REPORTING FORM

	Task
	Comments

	1
	Company Name:
	

	
	Contact Person (Name):
	

	
	Contact Person (Email):
	

	
	Contact Person (Phone):
	

	
	Submitted By (Name):
	

	2
	Date of Recognized Event (yyyy/mm/dd):
	

	
	Time of Recognized Event (hh:mm):
	

	
	Time Zone:
	

	3
	Did the event originate in your system?
	☐ Yes
	☐ No
	☐ Unknown

	5
	What BES Assets associated with the attempt compromise?
	

	6
	What are the BES Cyber System, ESP, or EACMS that were targeted by the attempt to compromise?
	

	7
	What reliability tasks were associated with the attempted compromise? (functional impact)
	

	
	How was this determined?
	

	8
	What is the status of the BES Cyber System, ESP, or EACMS following the attempt to compromise? 
	☐  Functioning
	☐  Non-Functioning

	9
	Was the incident determined to be malicious, suspicious, or unknown?
	☐  Malicious
	☐ Suspicious
	☐  Unknown

	10
	Provide details of the attempted compromise details of the attack, what vector used and the level of intrusion that was attempted, the steps your entity has taken to contain, eradicate and recover from the incident.
	


– End of Appendix –
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[bookmark: _Toc63176099][bookmark: _Toc63953074]
[bookmark: _Toc205971243]List of Acronyms
	Acronym
	Term

	ABNO
	available but not operating

	AVR
	automatic voltage regulation

	BES
	bulk electric system

	BPS
	bulk power system

	DAM
	day-ahead market

	DESN
	dual element spot network

	EMS
	Energy Management System

	EOSCA
	emergency operating state control actions

	GOG
	generator offer guarantee

	HE
	hour ending

	Hz
	hertz

	ICG
	IESO-controlled grid

	IROL
	interconnection reliability operating limit

	MMCP
	maximum market clearing price

	MNR
	Ministry of Natural Resources

	MOE
	Ministry of Energy

	MR
	market rules

	MVA
	megavolt-amp

	MVAR
	megavolt-amp reactive

	MW
	megawatt

	NERC
	North American Electric Reliability Corporation

	NPCC
	Northeast Power Coordinating Council, Inc.

	RAS
	remedial action scheme 

	RCIS 
	Reliability Coordinators Information System

	SBG
	Surplus Baseload Generation

	SCS
	Shift Control Specialist

	SOL
	system operating limit

	TS
	transformer station

	UFLS
	under-frequency load shedding

	ULTC
	under-load tap changer


– End of Section – 
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[bookmark: Defined_Terms][bookmark: _Toc205971244]Defined Terms
The following table contains definitions for terms specific to this market manual and are not defined under Chapter 11 of the market rules. 
	Term
	Meaning

	auxiliary equipment
	auxiliary equipment includes:
All protection systems (including line, transformer, overvoltage, overcurrent, and high resistance open phase)
All communications facilities associated with protections
All dynamic control systems: AVRs, power system stabilizers, other excitation system components
All RASs
All UFLS relays
All automatic reclosure schemes
All automatic tap changer controls on 500 kV/230 kV and 
230 kV/115 kV autotransformers
All voltage reduction facilities that are used for demand control
Ferroresonance protection schemes
All voice communications facilities that are required by the market rules
Regulation facilities
SCADA facilities



– End of Section – 
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If frequency is greater than 60.2 Hz for more than 2 minutes and the IESO cannot be 

contacted, the generator must independently reduce output of generation units to 

reduce frequency to 60 Hz. An electricity storage participant must independently 

reduce its injection or increase its withdrawal to reduce frequency to 60 Hz.

Direction from IESO*. No independent generator actions required.

When operating less than 59.8 Hz, the IESO will direct the recovery to 60 Hz.

All generators and electricity storage participants must stabilize** generation units and 

electricity storage units that remain operating to prevent tripping, equipment damage, 

or impact to public or employee safety, the safe operation of equipment, or violation of 

any applicable law.

Non-hydroelectric generators must prepare available generation units for start-up. The 

IESO will direct synchronization of these generating units.

Hydroelectric generators (when frequency is in the range of 57.5 Hz to 59.8 Hz and 

stable) must: 

 

Change operating generation units from ͚condense͛�to ͚generate͛�at speed-

no-load***. IESO will direct loading of these generating units.

 

If frequency stable –�start and synchronize all available generation units at 

speed-no-load***. IESO will direct loading of these generating units.

 

If frequency NOT stable –�generators shall secure station service with 

available non-synchronized generation.

 

If frequency is below 57.5 Hz with no evidence of recovery, hydroelectric 

generators shall separate their units from the system in a manner that allows 

the generators to secure their station service.

 

Separated generation units to remain at synchronous speed and await 

instructions from IESO.

 

Any units within known islands, or experiencing frequency fluctuations, 

should endeavour to use a damped mode of governor operation.

Non-hydroelectric generators must: 

 

Prepare steam turbine generation units to resynchronize, if they have been 

automatically removed from service. IESO will direct synchronization of these 

generation units to the grid.
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If frequency is greater than 60.2 Hz for more than 2 minutes and the IESO cannot be contacted, the generator must independently reduce output of generation units to reduce frequency to 60 Hz. An electricity storage participant must independently reduce its injection or increase its withdrawal to reduce frequency to 60 Hz.
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